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ABSTRACT 
 

The ability of a skilled attacker to evade detection by exploiting ambiguities in the traffic stream as 

seen by the monitor is a problem for network intrusion detection systems. The viability of addressing 
this problem by introducing a network forwarding element called a traffic normalizer is discussed. 

The normalizer sits directly in the path of traffic into a site and patches up the packet stream to 
eliminate potential ambiguities before the traffic is seen by the monitor, removing evasion 

opportunities. A number of tradeoffs in designing a normalizer is examined.  The key practical issues 

of “cold start” and attacks on the normalizer, and develop a methodology for systematically 
examining the ambiguities present in a protocol based on walking the protocol’s header is addressed. 

Presented is implementation of a normalizer that can normalize a TCP traffic stream in memory-to-
memory copies, suggesting that a kernel implementation using PC hardware could keep pace with a 

bidirectional link with sufficient headroom to weather a high-speed flooding attack of packets. 
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1. INTRODUCTION 

 

A fundamental problem for network intrusion 

detection systems (NIDSs), that passively 

monitor a network link, is the ability of a 

skilled attacker to evade detection by 

exploiting ambiguities in the traffic stream as 

seen by the NIDS [Ptacek and Newsham, 

1998]. Exploitable ambiguities can arise in 

three different ways: 

1. The NIDS may lack complete analysis 

for the full range of behavior allowed by a 

particular protocol. For example, an attacker 

can evade a NIDS that fails to reassemble IP 

fragments by intentionally transmitting their 

attack traffic in fragments rather than 

complete IP datagrams. Since IP end-systems 

are required to perform fragment reassembly, 

the attack traffic will still have the intended 

effect at the victim, but the NIDS will miss 

the attack because it never reconstructs the 

complete datagrams.  

2. Without detailed knowledge of the 

victim end-system’s protocol 
implementation, the NIDS may be unable to 

determine how the victim will treat a given 

sequence of packets if different 

implementations interpret the same stream of 

packets in different ways. Unfortunately, 

Internet protocol specifications do not always 

accurately specify the complete behavior of 

protocols, especially for rare or exceptional 

conditions. In addition, different operating 

systems and applications implement different 

subsets of the protocols. For example, when 

an end-system receives overlapping IP 

fragments that differ in the purported data for 

the overlapping region, some end-system’s 
may favor the data first received, others the 

overlapping fragment present in the lower 

fragment portion, while others the upper 

fragment portion. 

3. Without detailed knowledge of the 

network topology between the NIDS and the 

victim end-system, the NIDS may be unable 

to determine whether a given packet will 

even be seen by the end-system. For example, 

a packet seen by the NIDS that has a low 
Time to Live (TTL) field may or may not 

have sufficient hop count remaining to make 
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it all the way to the end-system [Paxson, 

1999]. If the NIDS believes a packet was 

received when in fact it did not reach the end-

system, then its model of the end-system’s 

protocol state will be incorrect. If the attacker 

can find ways to systematically ensure that 

some packets will be received and some not, 

the attacker may be able to evade the NIDS.  

 

The first of these shortcomings can in 

principle be addressed by a sufficiently 

diligent NIDS implementation, making sure 

that its analysis of each protocol is complete. 

However, the other two shortcomings are more 

fundamental: in the absence of external 

knowledge (end-system implementation 

details, topology details), no amount of 

analyzer completeness within the NIDS can 

help it correctly, determine the end-system’s 
ultimate processing of the packet stream. On 

the other hand, the attacker may be able to 

determine these end-system characteristics for 

a particular victim by actively probing the 

victim, perhaps in quite subtle (very hard to 
detect) ways. Thus, an attacker can craft his 

traffic so that, whatever algorithms the NIDS 

analyzer uses, it will err in determining how 

the end-system behaves. 

Figure 1 shows an example of an evasion 

attack that can exploit either of the last two 

shortcomings above. The attacker fakes a 

missing packet, and then sends a sequence of 

TCP packets above the sequence hole that 

contains the attack, and also sends a sequence 

of TCP packets containing innocuous data for 

the same TCP sequence space. 

Ignoring the ―timed out‖ packets and assuming 

all of the packets on the left arrive at the 

victim. Even in this case, the NIDS needs to 

know precisely how the end-system will 

interpret the inconsistent ―retransmissions‖—

whether it will use ―n‖ or ―r‖ for sequence #1, 

―o‖ or ―i‖ for sequence #2, etc. when 

constructing the byte stream presented to the 

application. Unfortunately, different TCP 

stacks do different things in this error case; 

some accept the first packet, and some the 

second. There is no simple-and-correct rule the 

NIDS can use for its analysis.  

In addition, the attacker may also be able to 

control which of the packets seen by the NIDS 

actually arrive at the end-system and which do 

not. In Figure 1, the attacker does so by 

manipulating the TTL field so that some of the 

packets lack sufficient hop count to travel all 

the way to the victim. In this case, to 

disambiguate the traffic the NIDS must know 

exactly how many forwarding hops lie 

between it and the victim.  

 

 
Figure 1: Inconsistent TCP “retransmissions” 

 

One might argue that such evasive traffic or 

active probing will itself appear anomalous to 

the NIDS, and therefore the NIDS can detect 

that an attacker is attempting to evade it. 

However, doing so is greatly complicated by 

two factors. First, detection of an attempt at 

evasion degrades the precision of a NIDS’s 

detection down from identifying the specifics 

of an attack to only being able to flag that an 

attack might possibly be in progress. Second, 

network traffic unfortunately often includes a 

non-negligible proportion of highly unusual, 

but benign, traffic, that will often result in 

false positives concerning 

possible evasion attempts. This is discussed 

(Paxson, 1999) as the problem of ―crud‖; 

examples include inconsistent TCP 

retransmissions and overlapping inconsistent 

fragments. 

In the above argument we assume the attacker 

is aware of the existence of the NIDS, has 

access to its source code (or can deduce the 

operation of its algorithms) and attack profile 

database, and that the attacker is actively 

trying to evade the NIDS. All of these are 

prudent or plausible assumptions; for example, 

already the cracker community has discussed 

the issues (Horizon, 1998) and some evasion 

toolkits (developed by ―white hats‖ to aid in 

testing and hardening NIDSs) have been 

developed (Anzen Computing, 1999). Thus, 
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we again emphasize the serious and difficult 

nature of this problem: unless steps are taken 

to address all three of the evasion casses 

discussed above, network intrusion detection 

based on passive monitoring of traffic will 

eventually be completely circumventable, and 

provide no real protection to sites relying on it. 

 

 

 

 

2. MATERIALS AND METHODS 

 

2.1 Materials 
2.1.1 Securing the Normalizer: The TCP 

normalization materials allow specifying 

criteria feature that identify abnormal packets, 

which the security appliance drops when they 

are detected. This feature uses Modular Policy 

Framework, so that implementing TCP 

normalization consists of identifying traffic, 

specifying the TCP normalization criteria, and 

activating TCP normalization on an interface. 

In configuring TCP normalization, the 

following steps were performed: 

 

Step 1 -hostname(config)# tcp-map tcp-map-

name 

Step 2 - hostname(config-tcp-map)#check-

retransmission 
hostname(config-tcp-map)#checksum-

verification 
hostname(config-tcp-map)# exceed-mss 

{allow | drop} 

hostname(config-tcp-map)# queue-limit 

pkt_num 

hostname(config-tcp-map)# reserved-bits 

{allow | clear | drop} 

hostname(config-tcp-map)# syn-data {allow | 

drop} 

hostname(config-tcp-map)# tcp-options 

{selective-ack | timestamp | window-scale} 

{allow | clear} 

 

2.1.2 Connections limits and timeout: This 

deals with materials to set up maximum TCP 

and UDP connections, maximum embryonic 

connections, maximum per-client connections, 

connection timeouts, and disabling TCP 

sequence randomization. 

Limiting the number of connections and 

embryonic connections protects Denial of 

Service (DoS) attack. The security appliance 

uses the per-client limits and the embryonic 

connection limit to trigger TCP Intercept, 

which protects inside systems from a DoS 

attack perpetrated by flooding an interface 

with TCP SYN packets. An embryonic 

connection is a connection request that has not 

finished the necessary handshake between 

source and destination. 

TCP sequence randomization should be 

disabled if another in-line firewall is also 

randomizing sequence numbers and the result 

is scrambling the data. Each TCP connection 

has two Initial Sequence Numbers (ISNs): one 

generated by the client; and one generated by 

the server.  

The security appliance randomizes the ISN 

that is generated by the host/server. At least 

one of the ISNs must be randomly generated 

so that attackers cannot predict the next ISN 

and potentially hijack the session.  

 

To set connection limits, the following steps 

are carried out: 

Step 1 - To identify the traffic, add a class 

map using the class-map command.  

Step 2 -  hostname(config)# policy-map name 

Step 3 -  hostname(config-pmap)# class 

class_map_name 

Step 4 -  hostname(config-pmap-c)# set 

connection {conn-max number | embryonic-

conn-max number | per-client-embryonic-

max number | per-client-max number | 

random-sequence-number {enable | 

disable}}. . . 

Step 5 - hostname(config-pmap-c)# set 

connection timeout {[embryonic 

hh[:mm[:ss]]] 

[half-closed hh[:mm[:ss]]] [tcp 

hh[:mm[:ss]]]} 

 
2.1.3 2.1.3 Preventing IP Spoofing: This section 

enables Unicast Reverse Path Forwarding on 

an interface. Unicast RPF(Reverse Path 

Forwading) guards against IP spoofing (a 

packet uses an incorrect source IP address to 

obscure its true source) by ensuring that all 

packets have a source IP address that matches 

the correct source interface according to the 

routing table. 
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Normally, the security appliance only looks at 

the destination address when determining 

where to forward the packet. Unicast RPF 

instructs the security appliance to also look at 

the source address; this is why it is called 

Reverse Path Forwarding. For any traffic that 

is needed to be allowed through the security 

appliance, the security appliance routing table 

must include a route back to the source 

address.  

ICMP packets have no session, so each packet 

is checked. UDP and TCP have sessions, so 

the initial packet requires a reverse route 

lookup. Subsequent packets arriving during 

the session are checked using an existing state 

maintained as part of the session. Non-initial 

packets are checked to ensure they arrived on 

the same interface used by the initial packet.  

To enable Unicast RPF, the following 

command was entered: 

hostname(config)# ip verify reverse-path 

interface interface_name 

 

2.1.4 Blocking Unwanted Connections: If a 

host is attempting to attack a network (for 

example, system log messages attack), then it 

could be blocked (or shunned) based on the 

source IP address and other identifying 

parameters. No new connections can be made 

until it is removed. 

To shun a connection manually, perform the 

following steps: 

Step 1 - hostname# show conn 

Step 2 - hostname(config)# shun src_ip 

[dst_ip src_port dest_port [protocol]] [vlan 

vlan_id] 

Step 3 - To remove the shun, enter the 

following command: 

hostname(config)# no shun src_ip [vlan 

vlan_id] 

 

2.1.5 Implementation: The norm is then 

implemented, a fairly complete, user level 

normalizer for IP, TCP, UDP and ICMP. The 

code comprises about 4,800 lines of C and 

uses libpcap to capture packets and a raw 

socket to forward them.  

Naturally, for high performance a production 

normalizer would need to run in the kernel 

rather than at user level, but our current 

implementation makes testing, debugging and 

evaluation much simpler.  

 

2.2 Methods 
In this paper the viability of addressing the 

evasion-by-ambiguity problem by introducing 

a new network forwarding element called 

traffic normalizer is considered. The 

normalizer’s job is to sit directly in the path of 

traffic into a site (a ―bump in the wire‖) and 

patch up or normalize the packet stream to 

remove potential ambiguities. The result is that 

a NIDS monitoring the normalized traffic 

stream no longer needs to consider potential 

ambiguities in interpreting the stream: the 

traffic as seen by the NIDS is guaranteed 

unambiguous, thanks to the normalizer. A 

normalizer processing the traffic is shown in 

Figure 2 which replace the data in any 

subsequent inconsistent retransmissions with 

the data from the original version of the same 

sequence space, so the only text in the NIDS 

(and the end-system) would be seen and noted. 

 

 

 
Figure 2: Typical locations of normalizer and 

NIDS 

 
A normalizer differs from a firewall in that its 

purpose is not to prevent access to services on 

internal hosts, but to ensure that access to 

those hosts takes place in a manner that is 

unambiguous to the site’s NIDS. 

The basic idea of traffic normalization was 

simultaneously invented in the form of a 

protocol scrubber (Malan, 2000, and Smart, 

2000). The discussion of the TCP/IP scrubber  

focuses on ambiguous TCP retransmission 

attacks like the one described above. The key 

distinctions between our work and TCP/IP 

scrubbers is that we attempt to develop a 

systematic approach to identifying all potential 

normalizations, and emphasize the 

implications of various normalizations with 

regards to maintaining or eroding the end-to-

end transport semantics defined by the TCP/IP 

protocol suite. In addition, we attempt to 

defend against attacks on the normalizer itself, 

both through state exhaustion, and through 
state loss if the attacker can cause the 

normalizer or NIDS to restart. 
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2.2.1 Systematic approaches: In this section 

we briefly review other possible ways of 

addressing the problem of NIDS evasion, to 

provide general context for the normalizer 

approach. 

2.2.2 Use host-based IDS: We can eliminate 

ambiguities in the traffic stream by running the 

intrusion detection system (IDS) on all of the 

end-system hosts rather than by (or in addition 

to) passively monitoring network links. As the 

host IDS has access to the protocol state above 

the IP and transport stacks, it has unambiguous 

information as to how the host processes the 

packet stream. However, this approach is 

tantamount to giving up on network intrusion 

detection, as it loses the great advantage of 

being able to provide monitoring for an entire 

site cheaply, by deploying only a few monitors 

to watch key network links. Host-based 

systems also potentially face major 

deployment and management difficulties.  

2.2.3 Understand the details of the intranet: 
In principle, a NIDS can eliminate much of the 

ambiguity if it has access to a sufficiently rich 

database cataloging the particulars of all of the 

end-system protocol implementations and the 

network topology. A major challenge with this 

approach is whether we can indeed construct 

such a database, particularly for a large site. 

Perhaps adding an active probing element to a 

NIDS can do so, and there has been some 

initial work in this regard (Deri and Suin, 

2000). However, another difficulty is that the 

NIDS would need to know how to make use of 

the database—it would require a model of 

every variant of every OS and application 

running within the site, potentially an 

immense task. 

2.2.4 Normalization Tradeoffs: When 

designing a traffic normalizer, we are faced 

with a set of tradeoffs, which can be arranged 

along several axes:  

 extent of normalization vs. protection  

 impact on end-to-end semantics 

(service models)  
 impact on end-to-end performance 

   
 amount of state held  

 work offloaded from the NIDS 

 

Generally speaking, as we increase the degree 

of normalization and protection, more state 

needs to hold; performance decreases both for 

the normalizer and for end-to-end flows; and 

we impact end-to-end semantics more. Our 

goal is not to determine a single ―sweet spot,‖ 

but to understand the character of the 

tradeoffs, and, ideally, design a system that 

matches the local requirements to tune a site. 

2.2.5 Normalization vs. protection: As a 

normalizer is a ―bump in the wire,‖ the same 

box performing normalization can also 

perform firewall functionality. For example, a 

normalizer can prevent known attacks, or shut 

down access to internal machines from an 

external host when the NIDS detects a probe 

or an attack. In this paper we concentrate 

mainly on normalization functionality, but will 

occasionally discuss protective functionality 

for which a normalizer is well suited.   

2.2.6 Impact on end-to-end performance: 

Some normalizations are performed by 

modifying packets in a way that removes 

ambiguities, but also adversely affects the 

performance of the protocol being normalized. 

There is no clear answer as to how much 

impact on performance might be acceptable, as 

this clearly depends on the protocol, local 

network environment, and threat model.  

2.2.7 Stateholding: A NIDS system must hold 

state in order to understand the context of 

incoming information. One form of attack on a 

NIDS is a stateholding attack, whereby the 

attacker creates traffic that will cause the 

NIDS to instantiate state. If this state exceeds 

the NIDS’s ability to cope, the attacker may 

well be able to launch an attack that passes 

undetected. This is possible in part because a 

NIDS generally operates passively, and so 

―fails open.‖ 

2.2.8 Inbound versus outbound traffic: The 

design of network intrusion detection system 

assumes that it is monitoring a bi-directional 

stream of traffic and that either the source or 

the destination of the traffic can be trusted 

(Paxson, 1999). However it is equally 

effective at detecting inbound or outbound 

attacks.  

The addition of a normalizer to the scenario 

potentially introduces an asymmetry due to its 

location—the normalizer protects the NIDS 

against ambiguities by processing the traffic 

before it reaches the NIDS.  

Whilst a normalizer will typically make most 

of its modifications to incoming packets, there 

may also be a number of normalizations it 
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applies to outgoing packets. These 

normalizations are to ensure that the internal 

and external hosts’ protocol state machines 

stay in step despite the normalization of the 

incoming traffic. It is also possible to 

normalize outgoing traffic to prevent 

unintended information about the internal 

hosts from escaping (Smart et al., 2000). 

2.2.9 Protection versus offloading work: 
Although the primary purpose of a normalizer 

is to prevent ambiguous traffic from reaching 

the NIDS where it would either contribute to a 

state explosion or allow evasion, a normalizer 

can also serve to offload work from the NIDS. 

For example, if the normalizer discards 

packets with bad checksums, then the NIDS 

need not spend cycles verifying checksums. 

2.2.10 Real-world Considerations: Due to 

the adversarial nature of attacks, for security 

systems it is particularly important to consider 

not only the principles by which the system 

operates, but as much as possible also the ―real 

world‖ details of operating the system. In this 

section, we discuss two such issues, the ―cold 

start‖ problem, and attackers targeting the 

normalizer’s operation.  

 2.2.11 Cold start: It is natural when 

designing a network traffic analyzer to 

structure its analysis in terms of tracking the 

progression of each connection from the 

negotiation to begin it, through the 

connection’s establishment and data transfer 

operations, to its termination. Unless carefully 

done, however, such a design can prove 

vulnerable to incorrect analysis during a cold 
start. That is, when the analyzer first begins to 

run, it is confronted with traffic from already-

established connections for which the analyzer 

lacks knowledge of the connection 

characteristics negotiated when the 

connections were established. 

The TCP scrubber (Malan et al., 2000) 

requires a connection to go through the normal 

start-up handshake. However, if a valid 

connection is in progress, and the scrubber 

restarts or otherwise loses state, then it will 

terminate any connections in progress at the 

time of the cold start, since it analyze the 

traffic exchanges that appears to violate the 

protocol semantics that require each newly 

seen connection to begin with a start-up 

handshake.  

The cold-start problem also affects the NIDS 

itself. If the NIDS restarts, the loss of state can 

mean that previously monitored connections 

are no longer monitorable because the state 

negotiated at connection setup time is no 

longer available. As we will show, techniques 

required to allow clean normalizer restarts can 

also help a NIDS with cold start.  

2.2.12 Attacking the Normalizer: Inevitably 

we must expect the normalizer itself to be the 

target of attacks. Besides complete subversion, 

which can be prevented only through good 

design and coding practice, two other ways a 

normalizer can be attacked are stateholding 

attacks and CPU overload attacks. 

2.2.13 Stateholding attacks: Some 

normalizations are stateless. For example, the 

TCP MSS option (Maximum Segment Size) is 

only allowed in TCP SYN packets. If a 

normalizer sees a TCP packet with an MSS 

Option but no SYN flag, then this is illegal; 

but even so, it may be unclear to the NIDS 

what the receiving host will do with the 

option, since its TCP implementation might 

incorrectly still honor it. Because the use of 

the option is illegal, the normalizer can safely 

remove it (and adjust the TCP checksum) 

without needing to instantiate any state for this 

purpose. 

The aforementioned attack is easily defended 

against by simply bounding the amount of 

memory used for fragments, and culling the 

oldest fragments from the cache if the 

fragment cache fills up. Because fragments 

tend to arrive together, this simple strategy 

means an attacker has to flood with a very 

high rate of fragments to cause a problem 

(Vivo, 1999). Also, as IP packets are 

unreliable, there’s no guarantee they arrive 

anyway, so dropping the occasional packet 

doesn’t break any end-to-end semantics.  

More difficult to defend against is an attacker 

causing the normalizer to hold TCP state by 

flooding in, for example, the following ways: 

1. Simple SYN flooding with SYNs for 

multiple connections to the same or to many 

hosts; 

2. ACK flooding. A normalizer receiving a 

packet for which it has no state might be 

designed to then instantiate state (in order to 

address the ―cold start‖ problem); and  

3. Initial window flooding. The attacker sends 

a SYN to a server that exists receives a SYN-
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ACK, and then floods data without waiting for 

a response. A separate normally temporarily 

store unacknowledged text to prevent 

inconsistent retransmissions.  

 

Our strategy for defending against these is 

twofold. First, the normalizer knows whether 

or not it’s under attack by monitoring the 

amount of memory it is consuming. If it’s not 

under attack, it can instantiate whatever state it 

needs to normalize correctly. If it believes it’s 

under attack, it takes a more conservative 

strategy that is designed to allow it to survive, 

although some legitimate traffic will see 

degraded performance. 

2.2.14 Evaluation methodology: In 

evaluating a normalizer, completeness, 

correctness, and performance are carefully 

implemented. The evaluation presents a 

challenging problem because by definition 

most of the functionality of a normalizer 

applies only to unusual or ―impossible‖ traffic, 

and the results of a normalizer in general are 

invisible to connection endpoints (depending 

on the degree to which the normalizations 

preserve end-to-end semantics). We primarily 

use a trace-driven approach, in which we 

present the normalizer with an input trace of 

packets to process as though it had received 

them from a network interface, and inspect an 

output trace of the transformed packets it in 

turn would have forwarded to the other 

interface.  

Each individual normalization needs to be 

tested in isolation to ensure that it behaves as 

we intend. The first problem here is to obtain 

test traffic that exhibits the behavior we wish 

to normalize; once this is done, we need to 

ensure that norm correctly normalizes it.  

With some anomalous behavior, the captured 

packet traces of traffic that the NIDS identifies 

are ambiguous. Primarily this is ―crud‖ and 

not real attack traffic. Equally tools such as 

nmap and fragrouter can be used to generate 

traffic similar to that that an attacker might 

generate. However, for most of the 

normalizations we identified, no real trace 

traffic is available, and so we must generate 

our own.  

To this end, a Network Dump Displayer and 

Editor (NetDuDE) as shown in Figure 5, is 

developed. NetDuDE takes libpcap packet 

tracefile, displays the packets graphically, and 

allows us to examine IP, TCP, UDP, and 

ICMP header fields. In addition, it allows us to 

edit the tracefile, setting the values of fields, 

adding and removing options, recalculating 

checksums, changing the packet ordering, and 

duplicating, fragmenting, reassembling or 

deleting packets. 

 

 
Figure 5: Using NetDuDE to create test traffic  

 

To test a particular normalization, we edit an 

existing trace to create the appropriate 

anomalies. The trace file is fed through norm 

to create a new normalized trace. Both are 

reexamined and traced in NetDuDE to 

manually check that the normalization 

intended actually occurred, and feed the trace 

back into norm, to ensure that on a second 

pass it does not modify the trace further. 

Finally, the input and output trace files are 

stored in library of anomalous traces so that 

automated performance validation tests can be 

carried out.  

2.2.15 Performance: As mentioned above, the 

current implementation of norm runs at user 

level, but primarily the interest is to use it in 

assessing and running streamlined kernel in 

it’s implementations, since it is reasonable to 

expect that a production normalizer will merit 

a highly optimized implementation.  

To address this, norm incorporates a test mode 

whereby it reads an entire libpcap trace file 

into memory and in addition allocates 

sufficient memory to store all the resulting 

normalized packets. It then times how long it 

takes to run, reading packets from one pool of 

memory, normalizing them, and storing the 

results in the second memory pool. After 

measuring the performance, norm writes the 

second memory pool out to a libpcap trace file, 
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so we can ensure that the test did in fact 

measure the normalizations we intended. 

These measurements thus factor out the cost of 

getting packets to the normalizer and sending 

them out once the normalizer is done with 

them. For a user-level implementation, this 

cost is high, as it involves copying the entire 

packet stream up from kernel space to user 

space and then back down again; for a kernel 

implementation, it should be low (and we give 

evidence below that it is). For baseline testing, 

three trace files are used as follows: 

 

Trace T1: a 100,000 packet trace captured 

from the Internet access link at the Lawrence 

Berkeley National Laboratory, containing 

mostly TCP traffic (88%) with some UDP 

(10%), ICMP (1.5%), and miscellaneous 

(IGMP, ESP, tunneled IP, PIM; 0.2%). The 

mean packet size is 491 bytes.  

Trace U1: a trace derived from T1, where 

each TCP header has been replaced with a 

UDP header. The IP parts of the packets are 

unchanged from T1.  

Trace U2: a 100,000 packet trace consisting 

entirely of 92 byte UDP packets, generated 

using netcat.  

 

T1 gives us results for a realistic mix of traffic; 

there’s nothing particularly unusual about this 

trace compared to the other captured network 

traces we’ve tested. U1 is totally unrealistic, 

but as UDP normalization is completely 

stateless with very few checks, it gives us a 

baseline number for how expensive the more 

streamlined IP normalization is, as opposed to 

TCP normalization, which includes many 

more checks and involves maintaining a 

control block for each flow. Trace U2 is for 

comparison with U1, allowing us to test what 

fraction of the processing cost is per-packet as 

opposed to per-byte. 

 

 

 

3. RESULTS AND DISCUSSION 
 

For an initial baseline comparison, fast norm is 
examined that deals with packets speed from 

one memory pool to another and to complete 

copy them to that location. 

Enabling all the checks that norm can perform 

for both inbound and outbound traffic  

examines the cost of performing the tests for 

the checks, even though most of them entail no 

actual packet transformation, since (as in 

normal operation) most fields do not require 

normalization.  

Comparing against the baseline tests, it can be 

seen that IP normalization is about half the 

speed of simply copying the packets. The large 

numbers of IP normalizations consist mostly 

of simple actions such as TTL restoration, and 

clearing the DF (Diffserv fields). 

 

 
Table 1: Packets speed with checks not 

enabled 

 

Memory-to-memory copy only 

Trace Pkts/sec Bit rate, Mb/s 

T1, U1 727,270 2856 

U2 1,015,600 747 

 

 

 

 

 
Table 2: Packets speed with checks enabled 

 
All checks enabled 

Trace Pkts/sec Bit rate, Mb/s 

T1 101,000 397 

U1 378,000 1484 

U2 626,400 461 

Number of normalizations 

Trace IP TCP UDP ICMP Total 

T1 111,551 757 0 0 112,308 

 

The TCP normalization, despite holding state, 

is not vastly more expensive, such that TCP/IP 

normalization is roughly one quarter of the 

speed of UDP/IP normalization. 

These results do not, of course, mean that a 

kernel implementation forwarding between 

interfaces will achieve these speeds. However, 

the Linux implementation of the click modular 

router (Kohler, 2000) can forward 333,000 

small packets/sec on a 700MHz Pentium-III. 

The results above indicate that normalization 

is cheap enough that a normalizer 

implemented as (say) a click module should be 

able to forward normal traffic at line-speed on 
a bidirectional 100Mb/s link.  
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Furthermore, if the normalizer’s incoming link 

is attacked by flooding with small packets, we 

should still have enough performance to 

sustain the outgoing link at full capacity. Thus 

we conclude that deployment of the 

normalizer would not worsen any denial-of-

service attack based on link flooding.  

A more stressful attack would be to flood the 

normalizer with small fragmented packets, 

especially if the attacker generates out-of-

order fragments and intersperses many 

fragmented packets. Whilst a normalizer under 

attack can perform triage, preferentially 

dropping fragmented packets, we prefer to 

only do this as a last resort. 

To test this attack, the T1 trace is taken and 

every packet is fragmented with an IP payload 

larger than 16 bytes: trace T1-frag comprises 

some 3 million IP fragments with a mean size 

of 35.7 bytes. Randomizing the order of the 

fragment stream over increasing intervals 

demonstrates the additional work the 

normalizer must perform. For example, with 

minimal re-ordering the normalizer can 

reassemble fragments at a rate of about 

90Mb/s. However, if we randomize the order 

of fragments by up to 2,000 packets, then the 

number of packets simultaneously in the 

fragmentation cache grows to 335 and the data 

rate handle is halved.  

 

 

 

 

 

 

 
Table 3:  Checks enabled with attacks 
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100 299,670 86 9,989 39 70 

500 245,640 70 8,188 32 133 

1000 202,200 58 6,740 26 211 

2000 144,870 41 4,829 19 335 

 

It is clear that in the worst case, norm does 

need to perform triage, but that it can delay 

doing so until a large fraction of the packets 

are very badly fragmented, which is unlikely 

except when under attack. 

The other attack that slows the normalizer 

noticeably is when norm has to cope with 

inconsistent TCP retransmissions. If every 

TCP packet is duplicated in T1, then this 

stresses the consistency mechanism: 

 
Table 4: Checks enabled with TCP 

retransmission 

 

All checks enabled 

Trace Pkts/sec Bit rate, Mb/s 

T1 101,000 397 

T1-dup 60,220 236 

 

 

4. CONCLUSION 
 

The paper addresses the NIDS ambiguities and 

presents a number of tradeoffs in the design of 

a normalizer. In addition, an attempt to defend 

against attacks on the normalizer itself is 

addressed, both through state exhaustion, and 

through state loss if the attacker can cause the 

normalizer or NIDS to restart (the cold start 

problem). In this work, the concern is whether 

purely network-based NIDS’s can remain 

viable. Equally a normalizer is used to 

preserve the end-to-end semantics of well-

behaved network protocols, whilst cleaning up 

mis-behaving traffic. In general the aim under 

attack is to only instantiate TCP connection 

state when traffic from an internal (and hence 

trusted) host, as this restricts stateholding 

attacks on the normalizer to those actually 

involving real connections to internal hosts. 

The normalizer is explicitly not attempting to 

protect the internal hosts from denial-of-

service attacks; only to protect itself and the 

NIDS. A software implementation of a traffic 

normalizer appears to be capable of applying a 

large number of normalizations at line speed in 

a bi-directional environment using commodity 

PC hardware. Such a normalizer is robust to 

denial-of-service attacks, although in the 

specific case of fragment reassembly, very 

severe attacks may require the normalizer to 

perform triage on the attack traffic. 
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