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ABSTRACT 

 

Fraud that involves cell phones, insurance claims, tax return claims, credit card transactions, government procurement 

etc. represent significant problems for governments and businesses. Technology advances have brought along new 

opportunities and security challenges. Due to the dramatic increase in fraud which has cost businesses billions of 

dollars each year, several modern fraud detection techniques are continually evolving to meet the unprecedented 

challenge. Data mining (DM) is the most recognized and effective technology that has been deployed for fraud detection. 

This study looks at the concept of DM and current techniques used in detecting fraud and reviews DM methods used 

to detect fraudulent payment transactions. It explores some of the most effective DM techniques for detecting different 

types of fraud, categorizing them based on supervised and unsupervised methods. Anefficient model that can 

differentiate fraudulent transactions from genuine transactions based on a given dataset is proposed. 

Keywords: Fraud Detection; Data Mining Techniques; Financial Fraud; Supervised Learning; K-Means; 

1. INTRODUCTION 
 

The Office of Inspector General in the U.S. Agency for 

International Development defines fraud as the wrongful or 

criminal deception intended to result in financial or personal 

gain(USAID OIG, 2021). Fraud includes false representation 

of fact, making false statements, or by concealment of 

information. Fraud is a large-scale problem that affects 

individuals, the public sector, the private sector and even the 

government. The overall impact and scale of fraud is very 

difficult to measure since most of it remains undetected and 

only estimates can be made. It is an adaptive crime, and it is 

becoming more sophisticated and dangerous as technology 

evolves.  

On a global level, fraud continues to migrate from secure 

to less secure systems and channels. This shift is due to the 

fact that criminals have upped their game taking advantage 

of technological advances and targeting less secure and 

unmonitored systems. With more stakeholders, payment 

channels and people driving the payment industry, there is a 

need to enhance and protect the integrity of an increasing 

dynamic payment system, while ensuring customer 

satisfaction.  

There are various kinds of fraud such as mobile 

telecommunication fraud, payment fraud, insurance fraud 

and computer systems fraud. The Nigerian Interbank 

Settlement System (NIBSS, 2019) reports that the Nigerian 

digital payment system has lost over 15 billion naira to fraud 

in the last ten years, and that the volume of fraud increased 

from 19,513 in 2016 to 25,043 in 2017, with the highest 

volume of 38,852 being recorded in 2018. It also reported 

that 89% of payment fraud happened through electronic 

devices while 11% were non-electronic. According to the 

Javelin's 2019 Identity Fraud Study (Javelin, 2019), the 

number of victims of identity fraud fell to 14.4 million in 

2018, down from a record high of 16.7 million in 2017.  

Fraud is costing the world major financial losses and it has 

intensified. While fraud is the intentional use of false or 

misleading information in an attempt to illegally deprive 

another person of money or property, advancement in 
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technology and communication has created new 

opportunities for committing fraudulent acts. These acts pose 

a serious threat to organizations on the financial, operational 

and psychological levels. In addition to the monetary losses, 

fraud can have a staggering effect on the organization's 

reputation, goodwill and customer relations; hence, there is 

need for fraud detection and fraud monitoring systems.  

Fraud detection involves monitoring the activities of users in 

order to estimate, predict or avoid objectionable behaviour 

(Kou et al, 2004). In order to detect fraud effectively, we 

need to understand the various technologies, algorithms used. 

Fraud is a very relevant problem that demands attention and 

can be very complex in its detection; therefore, organizations 

try to implement a variety of techniques to detect and prevent 

fraud. One of such techniques is data mining (DM). There 

are several factors responsible for the growth of fraud, such 

as rapid pace of technological innovations, growing 

complexity of e-channel systems, abundance of malicious 

code, malware and tools available to attackers, casual 

security practices and knowledge gap, as well as passive 

approach to fraud detection and prevention etc (CBN, 2015). 

Major types of fraud and techniques used by criminals are 

application fraud, credit card frauds (online and offline), 

telecommunication fraud, insurance fraud (Bhowmik, 2008). 

The risks inherent in the financial and payment space have 

made organizations adopt the following strategies for 

detecting and preventing payment fraud and they are fraud 

awareness and training, monitoring through data analysis, 

enacting fraud policies, penetration testing, fraud risk 

assessment and collaboration.  However, the invention of a 

fraud detection system is not a trivial matter; it can be a 

challenging task due to the huge amount of different and 

unbalanced data. 

2. REVIEW OF FRAUD DETECTION METHODS AND DATA MINING BACKGROUND 

 

Chen et al. (2004) proposed an innovative method that 

can effectively detect credit card fraud. To improve the 

problem of skewed data distribution, too much overlapped 

data, fickle-minded consumer behavior, and so on, the 

authors proposed to develop a personalized system 

capable of preventing fraud from the initial use of credit 

cards. The questionnaire-responded transaction (QRT) 

data of users were collected; the data was then used to 

train support vector machines (SVM) whereby the QRT 

models are developed. The QRT models are used to 

predict a new transaction. 

Some classification and prediction data mining 

techniques were presented in (Bhowmik, 2008). This 

included a Bayesian classification model to detect fraud in 

automobile insurance. Naïve Bayesian visualization was 

selected to analyze and interpret the classifier predictions. 

The study demonstrated how ROC curves can be deployed 

for model assessment in order to provide a more intuitive 

analysis of the models. 

Classification models based on decision trees and SVM 

were developed and applied on credit card fraud detection 

problem (Sahin et al., 2011). The authors were one of the 

first to compare the performance of SVM and decision 

tree methods in credit card fraud detection with a real data 

set. In their findings, the decision tree implementation 

outperformed the SVM implementation. 

Renu et al (2014) presented a survey of current 

techniques used in credit card fraud detection and 

telecommunication fraud. The goal of their research was 

to provide a comprehensive review of different techniques 

to detect fraud. Fraud detection involves monitoring the 

activities of populations of users in order to estimate, 

perceive or avoid undesirable behavior. Undesirable 

behavior is a broad term including delinquency, fraud, 

intrusion, and account defaulting.  

The characteristics of credit card transactions to create 

a modeled credit card fraud detection system to be tested 

have been used. This method by Sudha and Nirmal (2017) 

proved accurate in detecting fraudulent transactions and 

minimizing the number of false alerts. According to the 

authors, if this algorithm is applied into a bank credit card 

fraud detection system, the probability of fraud 

transactions can be predicted soon after credit card 

transactions. 

In a study by Navamani and Krishnan (2018), an 

overview of credit card fraud using a hybrid approach of 

K-Nearest Neighbor (KNN) algorithm was given. Along 

with Machine learning, Genetic Programming, fuzzy logic, 

and sequence alignment, the KNN algorithm and outlier 

detection methods were implemented to optimize the best 

solution for the fraud detection problem. These 

approaches were shown to minimize false alarm rates and 
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increase fraud detection rate. Any of these methods can be 

implemented on bank credit card fraud detection systems 

to detect and prevent fraudulent transaction. 

The whale optimization algorithm (WOA) and 

synthetic minority oversampling technique (SMOTE) 

were used by Sahayasakila et al. (2019) for credit card 

fraud detection. The Whale optimization algorithm 

comprises mainly of three operators which are used to 

stimulate the search forprey, encircling prey and bubble-

net scratch around the behavior of humpback whales. It is 

also used to increase the efficiency of the credit card fraud 

detection system. The SMOTE technique is used to solve 

Class imbalance problems. Thus, by using the SMOTE 

technique and Whale optimization algorithm credit card 

fraud detection system solves the problem of data 

imbalance, reliability, data optimization, and improvises 

the convergence speed. 

The interdisciplinary field – Knowledge Discovery in 

Databases (KDD) – emerged due to the need to analyze 

huge amounts of data. KDD is defined as a field of data 

mining that uses computer science and engineering to 

extract useful knowledge from a very complex and huge 

amount of data. (Gertosio and Dussauchoy, 2004). This 

widely used DM technique is a process that includes data 

preparation and selection, data cleansing, incorporating 

prior knowledge on data sets and interpreting accurate 

solutions from the observed results. Major KDD 

application areas include marketing, fraud detection, 

telecommunication and manufacturing. 

The core step in KDD is DM. DM is the process of 

analyzing massive volumes of data to discover business 

intelligence that helps companies solve problems, 

mitigate risks, and seize new opportunities. Basically, DM 

finds and extracts knowledge buried in data warehouses, 

most of which can lead to improvements in understanding 

and use of data, it helps in extracting and analyzing 

various data patterns, information or trends from large 

databases and also discovers patterns and relationships 

hidden in data. DM is a multidisciplinary field drawing 

works from statistics, database technology, artificial 

intelligence, pattern recognition, machine learning, 

information theory, knowledge acquisition, information 

retrieval, high-performance computing, and data 

visualization (Schiff, 2012). 

Areas of application include fraud detection and 

banking, health care, education, marketing, insurance, 

retail industry, customer experience and management. 

In fraud detection, DM comes with many benefits. It 

facilitates automated prediction of trends and behaviors as 

well as automated discovery of hidden patterns, it helps 

companies to get knowledge-based information and 

organizations to make profitable adjustments in operation 

and production. DM is a cost effective and efficient 

solution compared to other statistical data applications. 

DM helps with the decision-making process. It can be 

implemented in new systems as well as existing platforms. 

It is the speedy process which makes it easy for the users 

to analyze huge amounts of data in less time 

(Novoseltseva, 2021). 

There is no system that would correctly predict any 

fraud 100%. However, a good fraud detection system 

should be able to accurately identify fraud, detect the 

fraud quickly and reduce false positives to the barest 

minimum and not misjudge a genuine transaction as fraud 

(Kou et al, 2004). 

Fraud detection techniques used can be divided into two: 

supervised learning for fraud detection and unsupervised 

learning for fraud detection (Carcillo et al., 

2019).Supervised learning model is based on predictive 

data analysis and is only as accurate as the training set 

provided for it.  This method uses supervised learning in 

which all the available records are classified as 

“fraudulent‟ and “non-fraudulent‟. Then machines are 

trained to identify records according to this classification. 

It uses past known fraud cases to build a model which will 

produce a suspicion score for the new transactions. 

Examples are K-Nearest Neighbors, Decision trees, 

Support Vector Machines, Neural Networks, Deep Neural 

Networks and Random Forest. In unsupervised learning, 

only the likelihood of some records to be more fraudulent 

than others without statistical analysis assurance is 

identified. There are no prior sets in which the state of the 

transactions is known to be fraud or legitimate. Examples 

are Clustering, Hidden Markov Model, Association rule 

and K- mean algorithm. 

DM faces many challenges during its implementation. 

The challenges could be related to performance, data, 

methods and techniques used etc. Some of the major 

challenges of data mining projects are missing and noisy 

data, size of dataset, outliers, changing data and 
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knowledge, efficiency and scalability, and limited 

information (Ragaviet al., 2018). 

Fayyad et al. (1996) consider DM as one of the phases 

of the Knowledge Discovery in Databases (KDD) process. 

According to them, a practical data mining process is 

often complex. It is interactive and iterative, involving 

several key steps namely: data cleaning, data integration, 

data selection, data transformation, data mining, 

interpretation/ pattern evaluation, and knowledge 

presentation (Han et al., 2012).

3. APPROACH TO FRAUD DETECTION 

Over the years fraud detection methods have evolved as 

the number of transactions increased due to a plethora of 

payment channels – payment cards, smart phones, kiosks, 

etc. At the same time, criminals have become adept in 

finding loopholes, while defeating physical fraud-

prevention elements on payment cards. As a result, it is 

getting tough for businesses to authenticate transactions. 

Given the varied types of fraud, data types and large 

amounts of data, the need for constant adaptation of anti-

fraud technology kept pace with changes in payment and 

fraud patterns. Historically fraud detection started with 

manual review of transactions to online rule-based 

systems which is predominately used today. Yet, with 

voluminous data lakes, old methods could not handle such 

increase in data, hence the need for better fraud analytic 

solutions. 

There are different approaches to detecting fraud, 

which depends on the data type. Some data sets can be 

analyzed better with the Rule-based approach.Other data 

sets can be analyzed better with data mining techniques, 

while some work well with a combination of methods 

(ensemble). In general, there are three approaches to fraud 

detection: traditional or rule-based approach, data mining 

approach and ensemble (hybrid) approach (Alshari and 

Gawali, 2021). 

Rule-based approaches are probably the oldest and 

time-proof ones. They consist of defining certain rules and 

label actions that do not match them as anomalous and 

potentially worth checking. These systems work based 

upon the specification of rules for morphology, syntax, 

lexical selection and transfer and generation. 

Data-driven approach to fraud detection has received a 

lot of publicity in recent years and shifted industry interest 

from rule-based fraud detection systems. Data mining 

application is a complex, interactive and iterative 

approach, involving several key steps such as 

understanding the application domain and the application 

goals, extracting one or more target data sets from 

databases, cleaning data, removing the irrelevant 

attributes and tuples from the data, choosing the data 

mining task and the data mining algorithms. It is a multi-

disciplinary skill that uses machine learning, statistics, 

artificial intelligence, and database technology. 

Ensemble approach uses multiple learning algorithms 

to obtain better predictive performance than could be 

obtained from any of the constituent learning algorithms 

alone. It works by combining different algorithms to 

achieve greater accuracy of anomaly detection. This 

approach suggests building many models and combining 

them in some way. Some ideas for ensembles originate 

from the multiple inductive learning. (Williams, 2011).  

Over time, it has become clear that many models 

working together perform better than one model doing it 

all. The key intuition behind using ensemble models is 

that each algorithm captures the best few of the key 

features of data. Combining several different algorithms 

gives a more comprehensive view of the data at hand. The 

main advantage of ensemble models is their improved 

accuracy, but the disadvantage is it comes at an increased 

computation cost and less intuitive interpretation. It 

requires a great deal of time to crunch all the data. If you 

were to check all transactions, the time spent on 

calculations may harm user experience. 

Table 1(Altexsoft Whitepaper, 2019) compares the 

rule-based with the data mining fraud detection approach. 
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Table 1: Rule based versus data mining fraud detections 

Rule-based fraud 

detection 
Data mining fraud detection 

Rule-based systems 

entail using algorithms 

that perform several 

fraud detection scenarios 

manually written by 

fraud analysts. 

Data mining allows for creating 

algorithms that process large datasets 

with many variables and help find 

these hidden correlations between 

user behavior and the likelihood of 

fraudulent actions 

It requires too many 

different rules and 

verifications on average 

to approve a transaction. 

This generally affects 

user experience. 

Data mining has reduced the number 

of verification measures, faster data 

processing and less manual work. 

 

It relies on pre-

programmed rules to 

identify changes in 

behavior or predict 

outcomes. 

It can learn, adapt, and uncover 

emerging patterns for detecting fraud 

and it is able to discover hidden fraud 

buried within subtle pattern changes. 

The Rule-based approach 

is rigid and cannot adapt 

to evolving and highly 

disrupted industries. 

It is not rigid and can adapt to highly 

evolving and disrupted industries 

because it has automatic detection of 

possible fraud scenarios. 

It has long term 

processing. 

It has real time processing therefore 

enabling real time insight and 

identification of anomalies. 

4. DATA MINING TECHNIQUES IN FRAUD DETECTION 

 

The commonly used techniques for anti-fraud systems are 

supervised learning and unsupervised learning. They 

could also be described as descriptive analytics and 

predictive analytics.  Supervised learning entails training 

an algorithm using labeled historical data. In this case, 

existing datasets already have target variables marked, 

and the goal of training is to make the system predict these 

variables in future data.  Unsupervised learning models 

process unlabeled data and classify it into different 

clusters detecting hidden relations between variables in 

data items (Altexsoft Whitepaper, 2019). It identifies the 

likelihood of some records to be more fraudulent than 

others without statistical analysis assurance. 

The data mining tasks are classification (predictive), 

regression (predictive), association (descriptive), and 

clustering (descriptive). A summary of the task and the 

different data mining techniques applied are presented in 

Table 2. 

All these tasks are either predictive data mining tasks 

(supervised learning) or descriptive data mining 

tasks(unsupervised learning). A data mining system can 

execute one or more of the above specified tasks as part of 

the data mining process. 

 

Table 2: Data mining tasks and techniques 

Data mining task Data mining techniques 

Classification Decision trees, Random Forest, Neural 

networks, K-nearest Neighbors, Native 

Bayes, Support Vector Machines 

Regression Linear regression, logistic regression, 

decision trees, neural networks, Multivariate 

Linear Regression, Nonlinear Regression, 

Multivariate Nonlinear Regression 

Association Apriori, SETM, AIS, AprioriTid, 

AprioriHybrid 

Clustering K mean clustering, Agglomerative 

Hierarchical clustering  

 

Classification is used to retrieve important and relevant 

information about data, and metadata. This data mining 

method helps to classify data in different classes. 

Regression analysis is the data mining method of 

identifying and analysing the relationship between 

variables. It is used to identify the likelihood of a specific 

variable, given the presence of other variables. The use of 

association rules helps to find the association between two 

or more items. It discovers a hidden pattern in the data set. 

Clustering analysis is a data mining technique to identify 

data that are like each other. This process helps to 

understand the differences and similarities between the 

data (Javatpoint, 2021).

5. METHODOLOGY 

 

The methodology used for fraud detection aims to create 

models that can assist in the identification of fraud in 

electronic transactions. This methodology differs from 

others because of its scope – it covers a lot of approaches, 

from data extraction and selection to the assessment of 

most promising techniques for fraud identification. The 
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methodology for the proposed system uses a supervised 

algorithm to detect fraudulent transactions. It will 

combine supervised learning models using classification 

and regression analysis and chooses the most accurate 

algorithm to perform predictions. It will detect fraud 

automatically from the transaction data and predict using 

features of the user already transacted details. 

Under supervised learning for fraud detection, all the 

available records are classified as “fraudulent‟ and “non-

fraudulent‟. Then machines are trained to identify records 

according to this classification. It uses past known fraud 

cases to build a model which will produce a suspicion 

score for the new transactions. Examples are K-Nearest 

Neighbours, Decision trees, Support Vector Machines, 

and Neural Networks and Deep Neural Networks and 

Random forest. Unsupervised learning only identifies the 

likelihood of some records to be more fraudulent than 

others without statistical analysis assurance. There are no 

prior sets in which the state of the transactions is known 

to be fraud or legitimate. Examples are Clustering, Hidden 

Markov Model, Association rule and K-mean algorithm. 

Using an ensemble of classification and regression 

analysis, we will be able to differentiate fraudulent 

transactions from legitimate transactions. It will detect 

this automatically, while transacting real time. The 

accuracy of the decision made will be done using random 

forest algorithm which works well in classification as well 

as regression analysis of data. This will be done using 

existing data of user’s transactions details. 

The schematics diagram of the proposed system is 

presented in Figure 1.

Figure 1: Proposed system 

 

This module is divided into 6 steps performing data 

preprocessing and data mining tasks. The modules are 

Module 2 (Data extraction, cleaning and manipulation), 

Module 3 (Data preprocessing and model building), 

Module 4 (Data classification using different learning 

methodology), Module 5 (Test Data Prediction), Module 

6 (Real time detection). Figure 2 presents the real-time 

detection (module 6) architecture.
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Figure 2: Module 6 architecture 

 

The dataset passes through six stages or modules and 

the model used in stage 6 for our detection is the K-

Nearest Neighbor (KNN) algorithm; which is an 

evolutionary search and optimization technique. Here the 

features of credit card transactions undergo evolution to 

allow a modeled credit card fraud detection system to be 

tested. The features used are the spending history, the 

behavior, the address where the transaction is taking place 

(IP matching) and address matching (Shipping and billing 

address). When a transaction starts, the user gets a 6-digit 

token which the user will use to authenticate the 

transaction. If the value does not match, then the 

transaction will be flagged as fraudulent and stopped. 

6. RESULTS 

In this study, we took credit card transactions from Kaggle 

(https://www.kaggle.com/), analyzed the data, created the 

features and labels, and finally applied one of the data 

mining algorithms to judge the nature of the transaction as 

being fraudulent or otherwise. Then we calculated the 

accuracy, precision as well as f-measure score of the 

model that was chosen.  

The dataset had 31 columns and 284807 rows. The first 

column “Time” is transaction timestamp, second last 

column “Amount” is transaction amount, and the last 

column “Class” designates whether transaction as fraud or 

non-fraud (fraud = 1, non-fraud = 0). The rest of the 

columns, “V1” to “V28” are unknown variables which 

were transformed by principal component analysis (PCA) 

before making the data public. A part of the dataset is 

shown in Figure 3.

 

 
Figure 3: A Cross-section of the Transaction Dataset 

 

Data distribution among fraudulent and genuine 

transactions was investigated. This gave an idea of what 

percentage of data is expected to be fraudulent. In data 

mining algorithm, this is referred as data imbalance. If 

most of the transactions are not fraudulent then it becomes 

difficult to judge few transactions as genuine or not. We 

use the "Class" column to count the number of fraudulent 

engine in transactions and then figure out the actual 

percentage of fraudulent transactions. Figure 4 shows the 

output after running the appropriate codes. 
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Figure 4: Output of data imbalance check 

 

This is a highly unbalanced dataset with a distribution 

of 284,315 non-fraud and 492 fraud labels. Out of 284,807 

transactions, 492 were labeled as fraudulent and this 

represents less than 1% of the entire transaction data. It 

may not seem like much, but each transaction represents a 

significant expense. Together, all such fraudulent 

transactions may represent billions of dollars of lost 

revenue each year. It also poses a problem with detection. 

Such a small percentage of fraud transactions make it 

more difficult to weed out the offenders from the 

overwhelming number of good transactions. 

Further analysis of the details of fraudulent and non-

fraudulent transactions (as present in figures5 and 6) 

clearly shows that the average money transaction for 

fraudulent ones is more. This makes the problem crucial 

to deal with. 

 
Figure 5: Output of valid transaction 

 

 

 

Figure 6: Output of fraudulent transactions 

A scatter plot was used to visualize outliers, the fraudulent 

transactions (amount) against time (Figure7). Four models 

– Random Forest, Neural Network, Logistic Regression 

and Naive Bayes – which were randomly selected, were 

tested in a visualization tool to find their performance 

evaluation based on the accuracy from the confusion 

matrix. Figure 8 shows the visualized result. Random 

Forest outperformed the rest with classification accuracy 

(CA) of 0.997. So, we used the Random Forest algorithm 

for our predictions.In our upcoming, more comprehensive 

continuation of this study and comparison, we plan to 

include the Latent Dirichlet Allocation (LDA), Iterative 

Dichotomiser 3 (ID3), classification and regression trees 

(CART) algorithm, SVM, Chi-square automatic 

interaction detection (CHAID) and other popular known 

algorithms for performance evaluation. 

 
Figure 7: Plotting fraudulent transactions (amount) 

against time. 
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Figure 8: Visualized result 

 

A correlation matrix was created to identify 

multicollinearity among numerical variables. In the 

confusion matrix shown in Figure 7, there is no notable 

correlation between features V1-V28. but there are some 

features that either has a positive or a negative correlation 

with each other. For example, V2 and V5 are highly 

negatively correlated with the feature called amount. We 

also see some correlation with V20 and Amount. This 

gives us an understanding of the data available to us. 

There are certain correlations between some of these 

features and Time (inverse correlation with V3) and 

Amount (direct correlation with V7 and V20, (inverse 

correlation with V1 and V5). 

To fully appreciate the efficiency of this method, we 

will compare its performance with existing techniques in 

our next research. 

 

 
Figure 9: Correlation Matrix of the dataset 

 

From the obtained results, the data was divided into two 

and only 66% of the data was tested. As noted earlier, 

Random Forest outperformed the rest with classification 

accuracy of 0.997. Random Forest was therefore used for 
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predictions. Thereafter, the data set was split into two 

parts 20:80, one for training the model and the other for 

testing our trained model’s performance. The test size 

parameter is used to decide what percentage of the data set 

will be used only for testing. So we did 80% training and 

20% testing of the data.   

Results obtained after Random Forest classification are 

presented in Table 3. 

 

 

 

Table 3: Data mining tasks and techniques 

Measure Value 

Accuracy 0.9995962220427653 

Precision 0.987012987012987 

Recall 0.7755102040816326 

F1-Score 0.8685714285714285 

Matthews correlation 

coefficient 

0.8747121626683524 

 

 

7. CONCLUSION 

 

The intent of this study was to analyze fraud detection 

using data mining techniques based on an ensemble model 

which uses both classification and regression tasks in data 

mining. This is an important task grounded in finding 

some patterns in data used in making actionable insights. 

We investigated the data, checking for data unbalancing, 

visualizing the features, and understanding the 

relationship between different features. Then, we 

investigated four predictive models. From the four 

classification algorithms tested, Random Forest seems to 

outperform the rest with higher accuracy. 

We were able to propose a model that can differentiate 

fraudulent from genuine transactions in a given dataset. 

The model proposed can detect fraud but will require 

sufficient data. 

In our subsequent study, the obtained results will be 

analysed further and discussed in more details. For 

instance, we will use cross validation to assess how the 

results will generalize to an independent data set. The 

boxplot will also be deployed to show the spread and 

centers of the dataset - the interquartile range, the mean 

and the median. 

This project can be extended to other classification 

models such as support vector machines which might give 

better results than the ones obtained in this study. 

Since our model represents an ensemble of 

classification and regression analysis, it comes with some 

advantages over other models that are solely based on K–

nearest neighbor, neural network, SVM, logistic 

regression, hidden markov or random forest. Some of the 

merits are: it does not flag genuine transactions as fraud 

leading to class imbalance, it decreases the generalization 

error better, it leverages the strengths of classification and 

regression methods to make decision as precise as 

possible and it uses historic data to create patterns for 

genuine and fraudulent transactions.  

However, in our next immediate project, we intend to 

conduct a more comprehensive comparison in order to 

validate these findings and come up with a clearer picture 

of how to make the model more efficient.
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