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ABSTRACT 
 

The purpose of this paper is to create a secure E-payment platform leveraging image-based steganography. Online 
shopping has become more interesting as technology has advanced and this has raised some security concerns for 
merchants and banking institutions. To arrest these ugly situations, the developed system will allow a customer to 
supply information required during online transaction. It also enhances safety for customer data and increases their 
confidence in online purchase. However, the customer after purchase of goods, logs into the encrypted payment plat-
form and provides his/her card details which will be encrypted and encoded into an image for onward transmission to 
the e-commerce server where the payment details are decrypted. The result obtained shows that any interception by an 
intruder or unauthorized person becomes useless as the decryption key is stored at the e-commerce server. It is con-
cluded that the application of image-based encryption technique will protect both customers and merchants from data 
mishandling. 
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1. INTRODUCTION 
 

Secrete information can be hidden in cover image pixels 

so that it cannot be detected by the Human Visual System 

(HVS) and none can detect its existence without the in-

tended sender and receiver. Carrier object, secret data and 

the steganographic algorithm have always become man-

datory for increasing the security levels of financial insti-

tutions (Setiadi et al., 2017).  

Presently, credit/debit cards are the most recognized mode 

of payment for both online and offline transactions and it 

provides cashless shopping at every shop in the world. 

With access to sensitive information that enables the ex-

change of billions of dollars in transactions each year, the 

payments infrastructure is a red-hot target for hackers (Pri-

yanka et al., 2016). 

Due to an increased use of internet-based shopping and 

banking facilties, e-commerce payment system simplifies 

the acceptance of electronic payment for online transac-

tions (Anil, 2020).  

There are several e-payment approaches such as credit 

card and bank-based payments which include bank trans-

fer, direct debit and real-time transfer. This enables Inter-

net Merchant Account (IMA) to receive debit/credit card 

payments directly to their business accounts (Prinky and 

Sauvik, 2020). 

During online payments, merchants needs to comply with 

security requirements. This security is designed to de-

crease the chances of the billing error occurance and per-

sonal information being stolen by hachkers (Suganya et al., 

2017).  

The transfer needs to occur over a secure encrypted con-

nection. In the cases of recurring billing where customer 
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data is stored, the merchant needs to enforce security fea-

tures and protocols. Therefore, recurring billing systems 

that employ online payment procedures need to be period-

ically checked for security vulnerabilities (Alanizy et al., 

2018).  

It is necessary for merchants to have access to online pay-

ment gateway integrated with credit card to enable them 

transfer information between themselves and the payment 

processors (Hussain et al., 2018). 

Customers can access, order and make payments for pur-

chases either online or on delivery during shopping. The 

client provides his card details when making payment to 

the merchant and thereafter, the merchant uses the same 

card details to request payment from the customer’s bank 

(Alaseri and Gutub, 2018). 

Although, e-payment has simplified shopping making it 

easier, faster and better but it has also encouraged security 

challenges such as hacking, identity theft, phishing and 

denial of service which are the common dangers of online 

shopping (Al-Juaid et al., 2018).  

Identity theft involves stealing of personal information 

and using such information illegally for making pur-

chase, opening of bank accounts or arranging credit 

cards (Tao et al., 2019).  

This paper presents a new technique which uses image-

based steganography encryption technique that reduces 

information sharing between the client and the online mer-

chant. It enables successful transfer of fund from cus-

tomer’s account to the online merchant’s account, protect 

and prevent the misuse of customer’s information. Ste-

ganography involves hiding a message within another 

such that hidden file is indistinguishable.

 

2. MATERIALS AND METHOD 

The materials used for the development of a secured E-

payment system include the following: 

The Cross-platform, Apache, MySQL, PHP and Perl 

(XAMPP) is a free and open source cross-platform web 

server solution stack package used as interpreters for 

scripts that are written in PHP and Perl programming lan-

guages. 

APTANA STUDIO 

It provides an environment that support JavaScript, PHP, 

HTML, DOM and CSS with code-completion, outlining, 

JavaScript debugging, error and warning notifications and 

integrated documentation. Applications and programs for 

Apple iPhone can be developed with this Aptana Studio. 

Again, Aptana Studio was used as a web development en-

vironment for building the system. 

BOOTSTRAP 3 

Bootstrap consist of a series of stylesheets that provide 

basic style definition for all key Hypertext Markup Lan-

guage (HTML) which in turn provide a uniform and mod-

ern appearance for formatting text, tables and form ele-

ments. It also provide configuration variables such as col-

our and padding of various component that control things. 

The bootstrap 3 was used to build the forms, buttons, nav-

igation and some other interface component in the web-

based system. 

JQUERY 

JQuery was used to create abstractions for low-level inter-

action and animation, advanced effects and high-level 

theme-able widgets. 

The developed system aimed at creating an e-payment 

system using image-based steganography encryption 

technique. The customer after making purchase of goods 

proceeds to the e-payment platform where the user regis-

ters to login in order to have access to the encrypted pay-

ment platform. The user through the login portal, gain ac-

cess into the payment portal from where payment for pur-

chased goods can be made. 

The user will have a successful login when registered, else 

the login will not be successful. Hence, the user has to go 

through the registration process to become a certified and 

eligible user. After a successful registration, the user will 

be redirected to the payment portal for payment to be 

made. Users access the registration portal through the 

login portal by clicking on the “create an account” below 

the login button.   
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On successful login, a user is presented with a payment 

portal where the user is expected to fill the payment details, 

generate a token and thereafter click on the make payment 

button so as to have a successful payment. Once the whole 

information are filled properly and authenticated, the 

whole information are encrypted and hidden inside an im-

age.  

It was then forwarded to the database where the admin can 

decrypt the details using the decryption key and the details 

are sent to the bank for the customer to be billed. But if 

the payment details are not filled properly, it will redirect 

the user back to the same payment portal for the user to 

fill the form properly. Figure 1 shows the flowchart of an 

E-payment system. 

Login

Register

Encrypted Payment Platform

 

Figure 1: Flowchart of an E-payment system using steganography, 

Source: (Aru and Ugoji, 2019) 

 

2.1 Image-Based Steganography System Model  

A steganographic algorithm is comprised of Stego-Func-

tion SҒ and the inverse of Steganographic Function SҒ-1. 

The Stego-Function SҒ takes Cover-Image represented as 

C and Information represented as I as input and then gen-

erates Steganographic Image S as the output.  

At the recipient end, the Steganographic Image S is deliv-

ered to decoding algorithm and this give rise to Infor-

mation I. The two functions together with the whole set of 

their domain as well as the co-domain form the Stego-Sys-

tem Ψ. This can be shown mathematically as  

Ψ =  {SҒ, SҒ−1, C, S, I}   …   (1) 

I =  SҒ−1(S)     …   (2) 

S =  SҒ(C, I)     …   (3) 

In Universal Steganographic System, the same ste-

ganographic algorithm can work on various cover images 

and can embed distinct information into them.  So any 

steganographic system Ψ =  {SҒ, SҒ−1, C, S, I} is distinct 

for every set of cover image and information, provided the 

Algorithm of Steganographic system Ψ stated as 

Ψ (Algorithm)  =  {SҒ, SҒ−1}  continue to exist as the 

same for all those pairs.  

Therefore, the idea of universal steganographic system is 

introduced which forms a general Set of all ste-

ganographic systems Ψ =  {SҒ, SҒ−1, C, S, I}  that have 

the same Stego-Algorithm Ψ (Algorithm) = {SҒ, SҒ-1}. 

Universal Steganographic System can be represented by  

Φ = { SҒ, SҒ−1, C , S, I }, where C is set of all cover Im-

ages, S is set of all steganographic images and I is set of 

all information and steganographic algorithm is stated 

as Φ(Algorithm)  =  { SҒ, SҒ−1} . Thus, any ste-

ganographic system Ψ =  {SҒ, SҒ−1, C, S, I}is an example 

of steganographic algorithm {SҒ, SҒ−1} or Universal Ste-

ganographic System Φ =  {SҒ, SҒ−1, C, I}. 

 

In mathematical terms, Universal Steganographic System 

Φ can be represented as:  

Φ =  {SҒ, SҒ−1, C, S, I}   …   (4) 

= {x:x stego system Ψ with Ψ (algorithim)  

= {SҒ,SҒ−1} 

Stego-algorithm of Φ or Φ (algorithm)  

            =  {SҒ, SҒ−1}  …   (5) 

   C = {C:C is set of all cover images} 

   S = {S:S is set of all stego images} 

   I = {I:I is set of all information} 

Ψ =  {C, S, I, SF, SҒ−1}   

Ψ E Φ if (C,I) E C X I   …   (6) 

Source: (Murugeswari et al., 2015). 
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3. RESULTS AND DISCUSSION 

 

When the user launches the application, he or she is pro-

vided with an authentication interface that simulates the 

User Login and Registration processes on traditional e-

commerce platform as shown in Figures 2 and 3 respec-

tively.

 

Figure 2: Portal Login page 

Figure 2 is the first page that is visible to the user at any 

point in time he/she want to use the e-payment system for 

online payment purpose. The user provides login details 

(e-mail and password) which were created at the point of 

registration in order to have access to the payment portal.  

The user will have a successful login if and only if the user 

is registered, else the user cannot login. In the case where 

a user is not a registered member, he/she will be required 

to click on the registration button below the Login button 

in order to have access to the registration portal, so as to 

make the customer an eligible user and thereafter it will 

redirect the user to the payment portal. 

 

Figure 3: Registration portal 

In Figure 3, the user is presented with a form which con-

tains various fields such as Name, E-mail and Password. 

The user enters the information and clicks on the register 

button to have a successful registration. What determines 

the user’s ability to have access to the payment portal is 

the registration process.  

A successful registration brings about successful login 

and after registration, the user will be redirected to the 

payment portal as shown in Figure 4. The registered user 

has to go through the login portal as shown in Figure 2 in 

order to have access to the payment portal where the user 

will feed in payment information. This information will 

be sent to the server side from where the details shall be 

retrieved and redirected to the banking institution so that 

the customer can be charged. 

This paper is particularly focused on safeguarding and en-

crypting the customer's account details used for payment 

for goods and services, and after effective authentication, 
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the details is forwarded to a payment gateway as shown in 

Figure 4. 

 

 

Figure 4: Payment portal 

Figure 4 shows how an arbitrary card details are entered 

on the payment interface. The Name, 16-digit Card Num-

ber, 4-digit Card Pin, 3-digit CVV, and Card Expiration 

Date in Date-Month-Year format, and also the amount to 

be charged are among the information provided. 

Once the transaction information is entered correctly, the 

information is passed through a steganography tool that 

encodes the information in a specified image, as well as 

additional key information that is stored on the server. 

This picture is only visible to Admin staff on the Admin 

panel, and if the information is incorrectly entered, the 

customer will be redirected to the same payment page to 

correct the issue. Once payment is successful, the user can 

then log out by clicking on the log out button. 

 

Figure 5: Admin Login 

In Figure 5, the admin uses a unique username and pass-

word specifically created for the user to login into the ad-

min dashboard in order to view the payment details and 

subsequently forwards them to the bank for the billing of 

the client. 

The essence of the login page is to provide adequate secu-

rity so that unauthorized individuals will not have access 

to user information for malicious use. This page was cre-

ated in a unique and dynamic way such that if after one 

minute and there is no successful login, that individual 

login details will be barred from logging in anymore.  

The admin is the only authorized individual who can ac-

cess the dashboard using the login details created for the 

user. On successful login, the admin is redirected to the 

admin dashboard as shown in Figure 6. 
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Figure 6: Admin Dashboard 

In figure 6, the admin was presented with the details of all 

the customers who have made transactions. When the user 

clicks on view details, it will display the image with the 

encrypted details as shown in Figure 7. 

 

Figure 7: Encrypted payment details 

In Figure 7, the payment details remain encrypted until the 

decrypt payment details button is clicked, which sends a 

request to the database to decrypt the payment information 

for that particular consumer. 

 

Figure 8: Decrypted payment details 

In Figure 8, the information was collected and forwarded 

to the bank for the customer to be billed after the billing 

information have been decoded. 

 

When the developed system was tested, it was realized 

that it contained all the requirements for making the se-

cured payment system reliable, effective, accurate and the 

findings obtained showed successful and better results 

than the existing payment systems.  

During implementation of this work, it was observed that 

the developed system performed optimaly compared to 

existing systems that utilized only text encryption algo-

rithm (Alaseri and Gutub, 2018). 

 

4. CONCLUSION 

 

In this paper, we presented a protected e-payment scheme 

for online shopping that uses image-based steganography 

encryption to provide customer data protection, avoid data 

misuse at the merchant's end, and protect data from middle 

attackers. Based on the findings, steganography will 

vastly improve information protection in online payment 

applications while still preventing consumer information 

misuse. The methodology was used in e-Commerce, with 

an emphasis on the payment field during both online and 

offline shopping. 
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The result obtained indicated that image-based steganog-

raphy encryption technique should be put into use in de-

veloping e-payment platforms to secure payment details 

from unauthorized entities at all times. This can help to 

enhance the security of customer’s payment details from 

unauthorized individuals with little money to spend on ex-

pensive security systems.  

Again, it has been demonstrated that image-based ste-

ganography encryption is capable of concealing infor-

mation and safely transmitting it over the network with 

high bandwidth power, minimal perceptual clarity, high 

robustness, and computational efficiency. 
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