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Abstract— Physical layer security is a justifiable method which is possible with the current cryptographic techniques to battle security 

assaults in wireless networks. The open communications surroundings make Mobile Ad-hoc Networks transmissions susceptible to 

eavesdropping attack. Therefore, this paper proposes a developed Modified Physical Layer Security Routing protocol, referred to as 

MPLSR using Adhoc On demand Distance Vector (AODV) as the underlying technology. The proposed MPLSR reflects a cross-layer 

technique that uses both physical layer and network layer information collectively to support Quality of Service transmissions. The 

proposed network seeks the shortest possible route via intermediate nodes from Source node S to the Destination node D while avoiding 

the eavesdropper node E to send data packet. Simulations results showed that our protocol offers a better delay performance of 59 

milliseconds while Physical Layer Security Routing (PLSR) protocol exhibited a delay of 65.1 milliseconds. Also, the Packet Delivery 

Ratio (PDR) of PLSR deteriorates from about 0.9 to 0.67 representing 25% degradation, our protocols suffers only 12% deterioration. 

Results generated show clearly that the delay remains relatively content for change in node speed and high PDR with increase in node 

speed; as such the protocol offers a better delay and good performance respectively and remains reliable. The overall performance 

assessment of MPLSR using Optimized Network Engineering Tool (OPNET) Software shows that MPLSR provide a solution to cover 

both the performance and security problem in a multi hop transmission of a Mobile Ad-hoc NETwork (MANET).    

Keywords—Routing protocol, Physical Layer Security, 

Cross Layer, MANET, OPNET 

I. INTRODUCTION 

Mobile Ad-hoc NETwork (MANET) is a network 
comprises of individual devices communicating with each 
other directly without utilising any infrastructure (base 
stations) and centralized management in multi hop style (Al-
Dhief, et. al, 2018). Nodes on MANETs use multi-hop 
communication: nodes that are within each other’s radio range 
can communicate directly through wireless links, whereas 
those that are far apart must rely on intermediate nodes to act 
as routers to relay messages (Kumar,et. al, 2014). As shown 
in Figure 1, MANET may encompass numerous domestic-
computing gadgets, such as personal mobile phones, digital 
personal assistance, personal computer devices. Broadcasting 
nature of wireless channels makes wireless exposed to 
eavesdropping attacks (Liu, et. al, 2016). Due to its unique 
behaviours, it is used to support communication in situation 
that is difficult to set up infrastructure networks, which 
includes army battlefields, disaster recovery and medical 
emergency conditions. Network security is of crucial 
significance for such a vital application. Due to the absence of 
nodes physical protection, malicious nodes can without 
difficulty seize and compromise nodes to achieve attacks 
(Poongothai and Jayarajan, 2018). It is a challenging task to 
manage networks in a dynamic environment due to the 
characteristic of MANETs features such as open medium, 
topological changes, lack of principal monitoring and control, 
and no clear protection mechanism makes it vulnerable to 
security attacks (Saranya and Padmapriya, 2018). 

Meanwhile, MANET can be organized and reorganised at 
low cost, they are exceedingly beneficial for many vital 
applications which includes military and rescue operations, 
disaster recovery scenario, analysis extension for 5th 
Generation (5G) cellular network and so forth. To ease the 
utility of MANET, defending their broadcast security towards 
attack is of first rate significance. Considering the fact that 

Physical layer security has the benefit of low computational 
complexity and may be without difficulty applied in a 
disbursed fashion, its usage in MANET has fascinated 
tremendous academic consideration (Xu, et. al, 2017). 

Many researches have been conducted in the field of 
physical layer security against eavesdropping attack for 
secured MANET communication, thorough analysis and 
definitions of several attacks related to physical layer in 
MANET was presented by (Khatri, et. al, 2015). Simulation 
show that MANET attacks can be avoided using different 
methods. However, the drawback for this work is that 
prevention alone is not enough to deal with MANET attacks. 
As such, (Ghaderi, et. al, 2015) proposed a cooperative 
jamming technique at the physical layer to secure the link. The 
simulations confirmed that the cooperative jamming 
algorithms are better than security-uncertain algorithms 
primarily based on minimal energy routing. Similarly, (Xu, et. 
al, 2017) and (Yao, et. al, 2016) introduced a Physical layer 
security aware routing for multi hop networks so as to have a 
secured transmission and algorithms. 

 

Figure 1: MANET Arrangement (Kumari and Sindhu, 2018) 

In an effort to provide security in MANET, efficient technique 
referred to as cross layer technology has been proposed by 
(Babu and Sathvik, 2015) to increase the security, 
performance and quality of service in MANET. This 
technique permits different layers to organise their 
movements to collectively optimize network overall 
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performance not like traditional layered method that the 
protocols on the unique layers are designed independently. 
Also, (Babu and Sathvik, 2015) proposed a cross layer based 
defence enhancement technique for detection and isolation of 
malicious nodes in MANET. 

Furthermore, the combinations of Physical layer security 
with cross layer optimization technique and signal processing, 
by considering the combining techniques such as a realistic 
scenario have been discovered by (Shim, et. al, 2018). The 
author proposed a Physical layer security based routing 
protocol (PLSR) and applied a cross layer scheme that 
combined both the Physical and network layer so as to deliver 
secure MANET communication. Simulation using OPNET 
showed that the performance evaluation of the PLSR, support 
a secured transmission better than Adhoc On demand Distance 
Vector (AODV) routing protocol and also shown that PLSR 
avoid eavesdropping attacks and have a safe transmission 
using physical layer security theories. 

 Despite above contributions, (Shim, et. al, 2018) suffered 
from increase in Network delay when establishing a secure 
routing route more than that of AODV and low Packet 
Delivery Ratio, (PDR) as node speed increases. This increase 
in end-to-end delay and low wireless ad-hoc network PDR 
may lead to network performance degradation.  

From the forgoing review, it becomes obvious that there is 
a research gap for Physical Layer security in multi hop 
MANET that offers a secured protocol and optimum 
performance that will increase the quality of communication 
such as low communication delay and high PDR. 

However, to overcome the limitations, the proposed 
research tends to develop a Modified Physical Layer Security 
based Routing (MPLSR). Results generated show clearly that 
the delay remains reliable for change in node speed and high 
PDR with increase in node speed; as such the protocol offers 
a better delay and good performance respectively. 

II. PHYSICAL LAYER SECURITY MODEL 

 The basic understanding of the concept of Physical layer 
Security is presented by(Shim, et. al, 2018) as follows; 

The secrecy of communication between nodes is of paramount 
importance in MANET links and in Physical layer security, 

The Secrecy capacity 𝐶𝑠is defined as (Yang, et. al, 2015); 

𝐶𝑠 =  𝐶𝑚𝑎𝑖𝑛  −  𝐶𝑒𝑣𝑒   … (1)                 

𝐶𝑠  Denotes the secrecy capacity of the network, 𝐶𝑚𝑎𝑖𝑛  
represents the channel capacity of the main link between Alice 
(Transmitter) and Bob (Receiver), while 𝐶𝑒𝑣𝑒  represents the 
channel capacity of the eavesdropper link between Alice and 
Eve. This scenario is illustrated in figure 2 

 

 

 

 

 

Figure 2: Physical layer secrecy capacity illustration 

Channel capacity for main channel and eavesdropper channel 
can be represented by using Signal to Noise Ratio (SNR), 
expressed as;   

log2(1 + 𝑆𝑁𝑅𝑚𝑎𝑖𝑛) − log2(1+𝑆𝑁𝑅𝑒𝑣𝑒) …   (2) 

𝑆𝑁𝑅𝑚𝑎𝑖𝑛  Represents SNR of main channel, while  𝑆𝑁𝑅𝑒𝑣𝑒  
represents SNR of eavesdropper channel. From the free-space 
path loss model developed in (Friis, 1946) the received power 
is given by;         

𝑃𝑟 = 𝑃𝑡𝐺𝑡𝐺𝑟
𝜆2

(4𝜋𝑑)2  … (3)     

𝑃𝑟  Implies receiver antenna power,                   𝑃𝑡

 transmit antenna power,      𝐺𝑡

 Implies Transmit antenna Gain                             𝐺𝑟

 Receiver antenna Gain                            𝜆
 represents the wavelength                    𝑑
 signifies the separation distance between transmitter and 
receiver antenna.     

 The overall equation for 𝐶𝑠 becomes; 

𝐶𝑠 = log2 (1 +
𝑃𝑟,𝑚𝑎𝑖𝑛

𝑁𝑜
) − log2 (1 +

𝑃𝑟,𝑒𝑣𝑒

𝑁0
) = log2 (1 +

𝑃𝑡𝐺𝑡𝐺𝑟,𝑚𝑎𝑖𝑛
𝜆2

(4𝜋𝑑𝑚𝑎𝑖𝑛)2𝑁𝑜
) − log2 (1 +

𝑃𝑡𝐺𝑡𝐺𝑟,𝑒𝑣𝑒
𝜆2

(4𝜋𝑑𝑒𝑣𝑒)2𝑁𝑜
)  … (4) 

Where 𝑃𝑟,𝑚𝑎𝑖𝑛  implies the received power at the legitimate 

(main) node and 𝑃𝑟,𝑒𝑣𝑒  represents the received power at the 

eavesdropper node. 

𝐺𝑟,𝑚𝑎𝑖𝑛signifies the legitimate node antenna gain while 𝐺𝑟,𝑒𝑣𝑒  

denotes eavesdropper antenna gain and 𝑁𝑜 stands for Additive 
White Gaussian Noise Power. 

To guarantee secure communication, it is required that 𝐶𝑠 be 
greater than zero (𝐶𝑠 > 0). This condition is expressed as; 

log2 (1 +
𝑃𝑡𝐺𝑡𝐺𝑟,𝑚𝑎𝑖𝑛𝜆2

(4𝜋𝑑𝑚𝑎𝑖𝑛)2𝑁𝑜
) > log2 (1 +   

𝑃𝑡𝐺𝑡𝐺𝑟,𝑚𝑒𝑣𝑒𝜆2

(4𝜋𝑑𝑒𝑣𝑒)2𝑁𝑜
)  ..(5) 

This is equivalent to 

𝑃𝑡𝐺𝑡𝐺𝑟,𝑚𝑎𝑖𝑛𝜆2

(4𝜋𝑑𝑚𝑎𝑖𝑛)2𝑁𝑜
>

𝑃𝑡𝐺𝑡𝐺𝑟,𝑒𝑣𝑒𝜆2

(4𝜋𝑑𝑒𝑣𝑒)2𝑁𝑜
 … (6) 

The work in (Shim, et. al, 2018) proceeded with the 
assumption that 𝐺𝑟,𝑚𝑎𝑖𝑛  is equal to 𝐺𝑟,𝑒𝑣𝑒. This implies that; 

𝐺𝑟,𝑚𝑎𝑖𝑛 =  𝐺𝑟,𝑒𝑣𝑒  … (7)

 Therefore, let 𝐺𝑟,𝑚𝑎𝑖𝑛 =  𝐺𝑟,𝑒𝑣𝑒 = 𝑘 

𝑃𝑡𝐺𝑡𝑘𝜆2

(4𝜋𝑑𝑚𝑎𝑖𝑛)2𝑁𝑜
>

𝑃𝑡𝐺𝑡𝑘𝜆2

(4𝜋𝑑𝑒𝑣𝑒)2𝑁𝑜
 … (8) 

𝑃𝑡𝐺𝑡𝑘𝜆2

(4𝜋)2𝑁𝑜
[

1

(𝑑𝑚𝑎𝑖𝑛)2] >
𝑃𝑡𝐺𝑡𝑘𝜆2

(4𝜋)2𝑁𝑜
[

1

(𝑑𝑒𝑣𝑒)2] … (9) 

 This can be simplified into; 

1

𝑑𝑚𝑎𝑖𝑛
>

1

𝑑𝑒𝑣𝑒
  …  (10)  

 Equation (10) describes a relationship that signifies the 
further the distance from the transmitter, the smaller the 
channel capacity also the smaller signal that can be received. 
To exploit this situation, it means an eavesdropper node 
located further than the next node on the network, cannot 
completely decode the received signal. 
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III. MODIFIED PHYSICAL LAYER SECURITY BASED ROUTING 

(MPLSR) PROTOCOL ALGORITHM 

The network model for our proposed MPLSR protocol is 
based on modifications to the PLSR developed in (Shim, et. 
al, 2018). Here the basic architecture is shown in Figure 3. The 
eavesdropper node E is located at the middle of the network, 
and the source node S is located to the left and the destination 
node D to the right for illustration purposes. Cross-layer 
strategy is also used with the combination of the physical layer 
and the network layer. The proposed network model will seek 
the shortest possible route via intermediate nodes from source 
node S to the destination node while avoiding the 
eavesdropper node E.  

 

Figure 3: Proposed Network model 

To achieve this, the range of the eavesdropper node is 
computed and along with its location and the location of 
intermediate node along the routing path. The source node 
sends a Route Request (RREQ) packet containing information 
including; 

〈
𝑆𝑜𝑢𝑟𝑐𝑒𝐼𝐷, 𝐷𝑒𝑠𝑡𝑖𝑛𝑎𝑡𝑖𝑜𝑛𝐼𝐷, 𝑆𝑟𝑐𝑆𝑒𝑞, 𝐷𝑒𝑠𝑡𝑆𝑒𝑞,

𝐷𝑖𝑠𝑡𝑆𝑟𝑐, 𝐵𝑟𝑜𝑎𝑑𝑐𝑎𝑠𝑡𝐼𝐷, ℎ𝑜𝑝𝑐𝑜𝑢𝑛𝑡
〉 

Here, the modified RREQ packet contains additional 
information; 

𝐷𝑖𝑠𝑡𝑆𝑟𝑐 Distance to source node. 

The neighbouring node receives this information and check to 
confirm its current location in relation to the location of the 
eavesdropper node, and check the distance between it and the 
eavesdropper node’s overhearing range and also its distance 
to the transmitting node, it only rebroadcast the received 
RREQ if it is outside the eavesdropper overhearing range. 
This is repeated until the Destination node is reached. This is 
achieved by the equation; 

𝑛𝑜𝑑𝑒𝐼𝐷𝑛𝑒𝑥𝑡𝑅𝑅𝐸𝑄 = 𝑎𝑟𝑔 max
𝑁𝑖≠𝑁𝑗

{𝑑𝑁𝑖𝐸 > 0}  (11) 

The algorithm developed for this sequence is illustrated in 
the flowchart in figure 4; 

When the RREQ reaches the Destination node, the packet 
contains update information of all available intermediate 
nodes that are at the required distance away from the 
eavesdropper node, but not the shortest possible route between 
the source node and destination node. Route Reply (RREP) 
will follow the shortest possible route to the source node by 
selecting the intermediate nodes with the least distance to the 
source node as illustrated in the flowchart in Figure 5. This is 
achieved by the equation; 

𝑛𝑜𝑑𝑒𝐼𝐷𝑛𝑒𝑥𝑡𝑅𝑅𝐸𝑃 = 𝑎𝑟𝑔 min
𝑁𝑖≠𝑁𝑗

{𝑑𝑁𝑖𝑆 < 𝑑𝑁𝑗𝑠}   (12) 

This equation implies;             

𝑛𝑜𝑑𝑒𝐼𝐷𝑛𝑒𝑥𝑡𝑅𝑅𝐸𝑃Implies the next intermediate node from the 
Destination node back towards the source 

𝑁𝑖 RREP receiving node                                 

𝑁𝑗 Another RREP receiving node                      

𝑑𝑁𝑖𝑠   Distance between receiving node and source node                                                   
𝑑𝑁𝑗𝑠   Distance between next receiving node to source  

The next node is selected by comparing their distance to the 
source node and selecting the one with the minimum distance 
to source as the next. Since only the nodes that met the 
requirement of having distance greater than the eavesdropper 
node’s overhearing range where allowed to rebroadcast 
RREQ, the shortest possible node backwards from the 
destination node D to the Source node S is selected by taking 
the intermediate receiving node 𝑛𝑜𝑑𝑒𝐼𝐷𝑛𝑒𝑥𝑡𝑅𝑅𝐸𝑃  least 
distance from the receiving node minimum 𝑑𝑁𝑖𝑠 . This 
sequence is repeated for receiving node selection until the 
source node is reached. The source node then uses the 
established route from the destination to send the data packet. 

 

Figure 4: Flowchart for RREQ sequence Algorithm 

 

Figure 5: RREP procedure algorithm 

The network simulation will be carried out in three different 
scenarios, first with the conventional AODV routing protocol, 
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with PLSR and with MPLSR implemented. The simulation 
parameters are summarized in Table 1.The simulation 
parameters presented in Table 1 is retained for all scenarios. 

Table 1: Simulation Parameters 

PARAMETERS VALUES 

Computer System  

Make and Model HP ProBook 

Processor Intel Core i7 vPro 

Processor Speed 3.5 GHz (Quad Core) 

Memory 8 GB Ram 

Operating System Windows 10 

Simulation Software  

OPNET  

Simulation Parameter  

Network Size 1 km2 

Number of Nodes 50 

Number of eavesdropper 
node 

1 

Network topology Poisson Point Process 

MANET mobility Random way point model 

Node speed 5, 10, 15, 20, (m/s) 

Simulation time 1200 (s) 

Assumptions  

Position awareness All nodes 

Location of Eavesdropper 
Node 

Network centre (middle) 

Antenna type Omni directional 

Transmission range 250 m 

Wireless environment MANET free space path loss 
model 

The MPLSR protocol is deployed in OPNET with the packet 
format presented in figure 6. 

 

Figure 6: A Snapshot of MPLSR protocol Packet Format 

IV. RESULTS AND DISCUSSION 

The simulations results show the performance of the 
developed routing protocol deployed in OPNET and 
implemented with 50 assumed legitimate nodes and one 
eavesdropper node located at the network centre. To validate 
our work, the results obtained are compared to that obtained 
by (Shim, et. al, 2018) with both AODV protocol and PLSR 
protocol considered in comparison with our developed 
MPLSR protocol. All the results as presented in graphical 
format for easy interpretation and comparison. 

The simulation result is presented in two phases; the first 
phase presents the performance of MPLSR protocol alone in 
terms of delay, throughput, route discovery time and also 
number of hops per route. The second phase will be a 
comparison of performance of the developed MPLSR with 
PLSR developed in (Shim, et. al, 2018), and also the 
conventional AODV. 

The simulation parameter for the proposed MPLSR is 
summarized in Table 1.  

The results are presented to indicate the performance of 
MPLSR under different metrics such as: 

Network Delay 

The result presented in Figure 7 shows the average delay 
experienced in the network when Modified Physical layer 
Security Routing protocol is deployed.  

Figure 7: Average Network Delay with MPLSR 

The result shows that as the nodes establish a route in 

relatively same amount of time ranging from a high of 0.0012 

to 0.0011 seconds. This indicates that the delay will remain 

constant over a varying period of time and change in node 

speed, this provides added advantage to the routing protocol 

as it is less affected by network variation. 

Network Throughput 

The network throughput was analysed to get a measure of the 
data forwarded in bits/second in the network. The result 
obtained displayed in figure 8, shows that the network has a 
high throughput of over 35,000 bit/sec at instances, this gives 
an indication of the networks overall speed and efficiency with 
MPLSR deployed. 

 

Figure 8: Network throughput with MPLSR 

Route Discovery 
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The result from the route discovery performance shows that 
the protocol have a relatively short time for route discovery as 
shown in Figure 9, however, initial route discovery time is 
long, but as route tables are established and updated, the 
discovery time decreases, from around 0.028 second to 0.018 
second averagely. 

 

Figure 9: Average Route Discovery time for MPLSR 

Average Hops per route count 

To understand how the network source node attempts to reach 
the next destination node and also how the destination node 
reaches the source node in reply via intermediate legitimate 
nodes, while avoiding the eavesdropper range completely, the 
measure of hops per route is taken of the network. The result 
shows that depending on the location of the source and 
destination node in relation to the eavesdropper node in the 
overall network, it cause the hop per route count to vary. The 
hop per route count is presented in figure 10. 

 

Figure 10: Average Hops per route count 

To validate the protocol we developed, our work is compared 
to the results obtained in(Shim, et. al, 2018), and also to 
conventional AODV. We compared the same performance 
metric used in (Shim, et. al, 2018), which are Packet Delivery 
ratio (PDR), Delay, Control overhead, average distance. 

Packet Delivery Ratio 

The result shown in figure 11 is of node Packet Delivery Ratio 
of the three routing protocols under test. Our result shows that 
as the node speed increases, the PDR decreases in all three 
protocols, however, MPLSR provides the highest ratio of Data 
received to Data sent as node speed increases compared to 
AODV and PLSR. This indicates that as MANET nodes 
move, and their speed increases MPLSR remains a reliable 
protocol. The PDR of AODV and PLSR deteriorates from 

about 0.9 to 0.67 representing 25% degradation, our protocols 
suffers only 12% deterioration. 

 

Figure 11: PDR comparison of MPLSR, PLSR and AODV 

Network Delay 

Delay is plotted as a function of node speed for AODV, PLSR 
and MPLSR protocols in Figure 12.  The result shows that 
delay remains relatively content for change in node speed 
from 5 m/s to 20 m/s. The delay exhibited by PLSR is longest 
65.1 milliseconds, compared to AODV and MPLSR. Our 
protocol offers a better delay performance 59 milliseconds 
compared to PLSR developed in (Shim, et. al, 2018), but still 
slightly longer compared to AODV protocol which is 
56milliseconds. This is due to the fact that node selection has 
to be carried out on both transmission ends while this is not 
the case for AODV. 

   Figure 12: Delay Comparison 

Control overhead 

Figure 13 presents comparison of Control overhead in 
packet/node of PLSR, MPLSR and conventional AODV as a 
function node speed. The result establishes that the control 
overhead is highest in MPLSR compared to PLSR and 
AODV. This is because MPLSR needs to establish control at 
both ends of the transmission, to ensure secure connection 
during RREQ broadcast and to ensure shortest route selection 
during RREP forwarding. However, the control overhead of 
our protocol MPLSR is only slightly higher 2.00 packets/node 
compared to PLSR 1.90 packets/node. 

Average distance 

The average distance to eavesdropper node is plotted in figure 
14. The average eavesdropper overhearing range is estimated 
at 250m, this means any route that is 250m outside the range 
from eavesdropper is outside the range of the eavesdropper. 
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Figure 13: Control overhead for MPLSR, PLSR and AODV 

 

Figure 14: Average distance comparison for AODV, 
MPLSR and PLSR 

From the results obtained it is observed that AODV distance 
to node average at 130 meters does not provide adequate 
guarantee for secured connection by avoiding the 
eavesdropper range, however the result from PLSR show 
adequate distance at about 315 meters, this is adequate but 
causes increases in delay as the longest route is taken, our 
protocol MPLSR provides adequate distance from 
eavesdropper range at a distance average of 275 meters. This 
provides secured connection and also a shorter route between 
the source node and destination node. 

The overall result in comparison with the PLSR developed in 
(Shim, et. al, 2018), and also AODV shows that our protocol 
proffers a better network performance in terms of security and 
better than PLSR in terms of network speeds and throughput. 

V. CONCLUSION  

 In this research, the Proposed MPLSR reflects a cross-layer 
technique that uses both physical layer and network layer 
information collectively to support Quality of Service 
transmissions. The proposed network seeks the shortest 
possible route via intermediate nodes from Source node S to 
the Destination node D while avoiding the eavesdropper node 
E to send data packet. Performance comparison of MPLSR, 
PLSR and AODV was analysed using OPNET. Simulations 
results showed that our protocol offers a better delay 
performance of 59 milliseconds while Physical Layer Security 
Routing (PLSR) protocol exhibited a longest delay of 65.1 
milliseconds. Also, the Packet Delivery Ratio (PDR) of PLSR 
deteriorates from about 0.9 to 0.67 representing 25% 
degradation, our protocols suffers only 12% deterioration. The 
overall result in comparison with the PLSR and AODV shows 
that MPLSR protocol proffers a better performance network 
in terms of security and better than PLSR in terms of network 

speed, delay, PDR and throughput. The proposed network 
seeks the shortest possible route via intermediate nodes from 
Source node S to the Destination node D while avoiding the 
eavesdropper node E to send data packet. 
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