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ABSTRACT 
 

In this paper, a serial-input electronic key is presented. Unlike the conventional combination lock, the input combi-
nation is serially applied. Each of the three entries is given by the number of times a press-and-release button is 
pressed during an interval determined by pressing another pushbutton switch. The system design is achieved by 
breaking the system into three main blocks, namely the asynchronous timing unit, the synchronous data processing 

unit and input/output unit. The input/output unit refers to all the input/output devices. The timing unit sequences the 
operation of the system with respect to time while the data processing unit sequences operations as a function of data 
entered through the asynchronous push button switch as well as of time. Test results have shown the system to be 
workable and reliable. 
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1. INTRODUCTION 
 

Man has always been concerned with the security of his life 

and property. Thus from time immemorial, people have 

always been concerned with the way they make these two 

precious things inaccessible to people they do not trust. This 

led the early man to the idea of leather locks. As time went 

on, this idea continued to be developed, leaving man with 

different methods of keying. Of recent, man developed the 

padlock in which a key is used to have access to a place by 

opening a system specially designed to match it. So is the 

mortise lock which is meant for the door. One common 

thing about all of these systems is that no key can be suc-

cessfully used for a system except the one exclusively 

meant for it. 

Of recent, various research efforts have been reported in the 

development of electronic lock systems. For example, Le-

velle et al (1999) developed a multiple access electronic 

system which employs an input console having two readers 

for enhanced security. A microprocessor processes the in-

puts applied at each of the readers to selectively permit 

access through a secure door. Chatwal et al (1994) devel-

oped an electronic lock and key system which is particular-

ly useful for solenoid operated locks. The system employs a 

key than can operate mechanically and electronically. The 

problem with this system is obvious; the user has to be car-

rying the key along and in the event of loss the system has 

to be broken. Another effort was made by Iscla (2002) who 

invented a lock consisting of a purely mechanical system 

controlled by an electric motor. In addition to the cost of 

production, this system has the problem of maintainability 

associated with mechanical systems. 

Another area of active security systems research is Biome-

trics. Advances have been made in fingerprint matching 

systems (see for example Sheng et al (2007)) and feature 

extraction algorithms (Hoque et al, 2008). 

In this paper, an electronic key is presented in which data is 

serially entered. Three different colours of light (LEDs) are 

used to give indications as to the state of the key. Yellow 

indicates standby/ready state. Green distinguishes between 

one state of the system and the next. Red indicates that a 

wrong combination has been made. The key inputs are two 

pushbutton switches (PBA and PBB) mounted on the door. 

PBA is pressed and held down until PBB is pressed and 

raised after which time the green signal comes "on". The 

light will remain "on" for as long as PBB is not pressed 

during which time PBA must be pressed and released ex-

actly five times (× 5). PBB is pressed and released and the 

light will go off and remain in that state during which time 

PBA must be pressed and released exactly three times (× 3). 

The green light will come on again after PBB has been 

pressed and remain on during which the PBA must be 

pressed exactly six times (× 6). If these steps are taken cor-

rectly, then on pressing PBB, the green light shall disappear 

and the door will be unlocked. If a wrong combination is 

entered an audible alarm will come on indicating wrong 

combination of the digits. The alarm is designed to be on 

for a period of two minutes and at the same time the red 

light will appear. 

There are many ways in which digital circuits and compo-

nents are organised to form a useful system. The structures 

used to implement digital systems can be divided into three 
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categories (Leon and Protheroe, 1992). The first category 

consists of structures organized around a general purpose 

digital computer in which the software is prepared to meet 

the requirements of one specific application. There are also 

instances in which large time-shared computing facilities 

are used in which case major emphasis is placed on provid-

ing low-cost computational power to a variety of users. The 

third category is made up of special purpose structures in 

which the structure is dictated directly by the system re-

quirements. This is employed: 

1) For design of small, simple systems where 

cost prohibits the use of a computer. 

2) For the design of systems where the data 

rates are higher than can be handled by a com-

puter. 

3) To implement preprocessors into a com-

puter and postprocessors from a computer in order 

to satisfy data rate problem that cannot be handled 

by the computer alone. 

4) To implement algorithms in hardware for 

use as an adjunct to a computer in order to meet 

the data-rate requirement for the processing of 

data. 

In the work presented in this paper, the special-purpose 

structure is used. A system based on Moore model (Givone, 

2002) of finite state machine is developed. The choice of 

Moore model is deliberate since it has the advantage of sta-

bility as its output can only change when signalled by a 

clock. 

The block diagram of the system is shown in Figure 1. In 

addition to the dc power supply, three blocks are shown. 

These include input/output unit, the synchronous data proc-

essing unit and the timing unit. The input/output unit refers 

to all the input/output devices. These include the open-door 

mechanism, the indicators, the alarm circuit and the 

push-button switches with their associated circuits. The 

timing unit sequences the operation of the system with re-

spect to time while the data processing unit sequences op-

erations as a function of data entered through the asynchro-

nous push button switch as well as of time. 

 

 
 

Figure 1. Block diagram of the Electronic Key 

 

2. SYSTEM DESIGN

2.1. Timing Unit 

The system specifications determine how the system respond 

to the number of times the push button switch (PBA) is 

pressed and to how this number is shared among the three 

intervals determined by pressing the other push button 

switch (PBB). This calls for a device that shall be able to add 

one to its count memory each time the push button switch is 

pressed. The ideal circuit for this operation is therefore the 

asynchronous binary counter shown in Figure 2. 

2.2. Data Processing Unit 

With the timing unit obtained, Figure 1 may now be re-

drawn as Figure 3. 
The system has two clocks: the synchronous clock, CS which 

clocks the data processing unit and the asynchronous clock, 

Ca which clocks the binary counter. The latches at the out-

puts of the pushbutton switches act as contact debouncers. 

They also provide fast transitions independent of the rela-

tively slow switch closure.  

The flow diagram for the data processing unit (which is 

essentially the heart of the system) is shown in Figure 4. The 

system begins with the timing unit cleared to 𝐵 = 0 and 

with the data processing unit in the standby state. When PBA 

is pressed and held down until PBB is pressed, the data 

processing unit goes to the start state with 𝑆 = 1. The green 

light is ON in this state (𝐺 = 1). If PBA is pressed five times 

the counter shall count up to five (𝐵 = 5). When the next CS 

transition occurs (by pressing PBB), the data processing unit 

will go to the first-digit-correct state. If PBA had been 

pressed any other number of times, the data processing unit 

would have gone to first-digit-incorrect state. During the 

next interval when the green light is off PBA should be 

pressed three times and the counter will count 𝐵 = 5 + 3 =
8. When the next transition occurs, PBA should be pressed 

six times. The counter shall then count 𝐵 = 5 + 3 + 6 = 14. 

Now, we can go ahead to decide the number of flip-flops 

required for the data processing unit. Using the relationship 

(Maini, 2007) 

 

2𝑛 ≥ 𝑗 ≥ 2𝑛−1                                       (1)      

 

We can see that at least three (𝑛 = 3) flip-flops are required 

since we have eight states (𝑗 = 8). We can then draw the 

state assignment diagram having in mind the rule that as 

many flip-flops as possible should be made to toggle while 

going from one state to the next. The state assignment dia-

gram can therefore be drawn as in Figure 5. 

The function F has been introduced so that the transition 

maps for the 𝐴, 𝐵 and 𝐶 flip-flops will be functions of only 
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the four variables 𝐴𝑛 , 𝐵𝑛 , 𝐶𝑛  and 𝐹𝑛 . Figure 6 shows the 

implementation of the data processing unit. 

                                                              

 
Figure 2. The timing unit 

 

 
Figure 3. The key with the timing unit shown 

  

 

 
Figure 4. Flow diagram for the data processing circuitry 
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Figure 5. State assignment 

 

 
Figure 6. Implementation of Data Processing Circuitry 

 

From the diagram of Figure 6, 

𝐹 = 𝐴 𝐵 𝐶 𝑆 + 𝐴 𝐵𝐶𝑏 8𝑏4𝑏 2𝑏1 + 𝐴 𝐵𝐶 𝑏8𝑏 4𝑏 2𝑏 1 +
𝐴𝐵 𝐶 𝑏8𝑏4𝑏2𝑏1 + 𝐴𝐵𝐶𝑋 + 𝐴𝐵 𝐶𝑋 + 𝐴 𝐵 𝐶𝑋 + 𝐴𝐵𝐶 𝑋 =
𝐴 𝐵 𝑆 + 𝐵𝐶𝑏 8𝑏4𝑏 2𝑏1 + 𝐵𝐶 𝑏8𝑏 4𝑏 2𝑏 1 + 𝐴𝐵 𝑏8𝑏4𝑏2𝑏 1 (2)           

 

Further, we write Karnaugh maps for the three state variables 

from the state diagrams as shown in Figure 7. 

 

 
 

Figure 7. Karnaugh maps for the state variables 

 

Then the transition maps shown in Figure 8. 

 
 

Figure 8. Transition maps 

 

The Karnaugh maps for the flip-flop inputs are then derived. 

The Karnaugh maps for the J inputs along with the resulting 

input equations are shown in Figure 9 while the Karnaugh 

maps for the K inputs along with the resulting inputs equa-

tions are shown in Figure 10. 

 

 

 
 

Figure 9. Karnaugh maps for the J-input along with the re-

sulting input equations 

 

 
Figure 10. Karnaugh maps for the K-input along with the 

resulting input equations 

 

The trigger states for the input/output unit were determined 

from the flow diagram of Figure 4 and the state assignment 

diagram of Figure 5. 

First, green LED will be energized when the data processing 

unit is either in the start state or First and second digit correct 

state. If 𝐺 = 1 denotes the condition that will energize the 

green LED circuit, then 

 

𝐺 = 𝐴𝐵𝐶 + 𝐴𝐵 𝐶                                        (3)                                                             

 

When the data processing unit is in the standby state, a yel-

low LED shall be energized. That is if 𝑇 = 1 in the fol-

lowing logic equation 

 

𝑇 = 𝐴 𝐵 𝐶                                                (4)                              

 

The alarm will be triggered when 𝑊 = 1 in the following 

Boolean relation: 

 

𝑊 = 𝐴𝐵 𝐶 + 𝐴 𝐵 𝐶 + 𝐴𝐵𝐶                                (5)                  
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Finally, the door will open when 

 

𝐷 = 𝐴𝐵𝐶                                                (6)                          

2.3. Input/Output Unit 

The input/output unit consists of the input and output cir-

cuitry and associated mechanisms. These include the alarm 

network, the open-door circuit, the indicators and the push-

button switches. 

In the case of the alarm circuitry, the output of the wrong 

number combination, 𝑊 in equation (5) is made to trigger a 

monostable multivibrator with two minutes output duration 

which in turn sets an astable multivibrator for the same pe-

riod. The output of the astable is fed to a speaker through a 

limiting transistor. The output of the AND gate of equation 

(6) was applied to the base of a transistor in whose collector 

circuit is placed a solenoid. The solenoid serves to pull or 

push the door plunger depending on whether 𝐷 = 1 or not. 

2.3. Changing the Key Combination 

A system of changing the correct combination of the key was 

obtained by noting that altering the combination of the sys-

tem herein developed will only affect the F function as long 

as the state assignment of Figure 5 is maintained. For a 

combination of 6-5-4, for example, the function 𝐹 will be 

 

𝐹 = 𝐴 𝐵 𝑆 + 𝐵𝐶𝑏 8𝑏4𝑏2𝑏 1 + 𝐵𝐶 𝑏8𝑏4
   𝑏2𝑏1 + 𝐴𝐵 𝑏8𝑏4𝑏2𝑏1 (7)        

       

Thus the output(s) of the asynchronous counter (or the tim-

ing unit) and the corresponding inputs of the 𝐹 generating 

circuit determined by Equation (2)  can be connected to 

suitable holes and wire jumpers used for interconnections 

depending on the desired combination. Ready-made modules 

can also be prepared for the different combinations so that 

the user can plug them in and out when a change of combi-

nation is desired. 

One shortcoming of this key is obvious. The sum of the 

three entries must not be greater than 15. Thus, for ex-

ample, a combination of 5-9-4 is forbidden because the 

sum of the three digits is 18. 

3. RESULTS AND DISCUSSION 

The system was implemented as designed in the previous 

section and subjected to test. Outputs were recorded at 

different points. Figure 11 shows the timing diagrams for 

the correct entry to the key. Because of the presence of 

contact debouncers, short duration pulses were obtained 

when both PBA and PBB were pressed and released. The 

output b1 of the asynchronous counter is shown and 

changes were observed only at the falling edges of the 

inputs as entered through PBA. The output W was low 

throughout and D rises at the negative edge of the fourth 

pulse from PBB.  

 

 
Figure 11 Timing diagram for the correct entry of the key 

 

The effect of an incorrect entry is shown in Figure 12. 

After the second press of PBB, PBA was pressed four 
times instead of three. This raised W to ‘1’ as soon as PBB 

was pressed for the third time. An alarm was thus trig-

gered and D remained low, making the door to remain 

locked. 

The propagation delay is in the regions of milliseconds 

and is not critical for this application since it is a 

low-speed one. 

 

 
Figure 12. Timing diagram for an incorrect entry of the 

key 

 

Modules were made for changing key combinations to 

3-4-2 (Figure 13), 4-4-4, 3-5-6, 5-5-3 and 7-1-2. The 

system was mounted to a prototype door and tested con-

tinuosly for a period of three months. No failure was 

recorded, showing how reliable the system is. 
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Figure 13 Wire jumpers used to connect the timing cir-

cuitry to the F generating circuitry for the 3-4-2 combi-

nation 

 

4. CONCLUSION 

 

In this paper, a serial-input electronic key has been pre-

sented. Unlike the system invented by Lavelle et al 

(1999), this system eliminates the use of physical de-

vices to open a door. It is also devoid of complex me-

chanism as in the system proposed by Iscla (2002). 

Correct combination is serially entered by pressing a 

single button certain numbers of times in time intervals 

determined by pressing another switch. Performance is 

as expected and propagation delay has no adverse effect 

on the correct operation of the Key.  
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